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The second article is “Digitally Aided Close 
Air Support (DACAS): A Look into Joint Test 
and Evaluation (JT&E) Efforts to Develop 
Multi-Service Tactics, Techniques, and Proce-
dures” by Col Brian Gross with contributions 
from Mr. Herb Foret and Maj Michael “Casey” 
Sere, USAF. JT&E concluded a joint test on 
DACAS seeking to improve speed and situ-
ational awareness in DACAS TTP. Though the 
test realized only marginal gains, it demon-
strated the targeted results can improve when 
aircrew and joint terminal attack controllers 
used standardized equipment settings, had for-
mal systems training, and gained proficiency in 
DACAS procedures.

The third article, “Confronting the Risks 
from Personal Electronic Devices”, is by CDR 
Bill Richmond, USN; with contributions from 
MAJ Kale Sawyer, USA; and Mr. Charles Wil-
liams, Defense Intelligence Agency. This ar-
ticle explores the risks posed by the increas-
ing number of personal electronic devices used 
throughout the military. Each of these devices 
provides an entrance point for the enemy to 
collect personal and operational information. 
The author suggests, current Service policies 
do not provide clear guidance, and offers an al-
ternative policy for commanders to consider.

The fourth article, “Overcoming Military De-
ception”, is by Majors James Quigley and Craig 
Pachlhofer, USAF. This article examines his-
torical challenges associated with identifying 
enemy deception TTP. The authors suggest the 
US can overcome these challenges through us-
ing artificial intelligence assisted sensor man-
agement and rapid information sharing to cor-
relate vast amounts of information.

We invite you to seize opportunities to rep-
resent your Service and the joint community 
by sharing articles to be published in future 
ALSBs and, also, participating in multi-Service 
TTP joint working groups. As we tackle the 
challenges ahead, your ideas matter now more 
than ever. Your unique perspective can spark 
innovation for current and future joint TTP. To 
help shape the discussion and be part of the 
solution, go to www.alsa.mil and provide in-
puts through the “Contact Us” link.

Brian J. Gross, Colonel, USAF
Director

The Air Land Sea Application Center (ALSA) 
has an almost 44-year legacy of working to 
provide timely, relevant, and compelling 
doctrinal solutions to meet the needs of the 
warfighter. This task propels the men and 
women of ALSA to improve processes, seek 
new ideas, and navigate through an increas-
ingly complex warfighting environment. 

Several action officers joined the orga-
nization while others departed for new as-
signments. We welcome CDR Brian Solano, 
United States Navy (USN); Lt Col Steven 
Lawhun, Lt Col Tony Curtis, and Maj Thom-
as Moore, United States Air Force (USAF); 
and Maj John Bradley, United States Marine 
Corps, to the multi-Service team.

We said farewell to Lt Col Darin Lupini 
and Maj James Quigley, USAF; and CDR 
Shannon Moore, USN. Maj Quigley became 
an operations officer in the A3O3 branch 
of the Air Combat Command staff at Joint 
Base Langley-Eustis, Virginia. Lt Col Lupini 
is the director of operations at the Educa-
tion Support Squadron at Maxwell Air Force 
Base, Alabama. CDR Moore is assigned to 
Chief, Combined Forces Command Policy 
Division, Chief, Alliance Military Coordina-
tion Cell and as commanding officer, United 
States (US) Forces Korea Navy Element at 
Camp Humphreys, South Korea. We wish 
these officers the best of luck as they face 
the challenges in their new assignments.

This Air Land Sea Bulletin (ALSB) is an 
open forum offering a mix of lessons learned, 
current statuses, and future considerations 
for warfighters. It contains a variety of ar-
ticles that provide thought-provoking view-
points and showcase the ingenuity and flex-
ibility of US Service and civilian men and 
women. 

The first article in this edition is “Adopt 
Proactive Joint Fires in Multidomain Op-
erations”, by LTC Daniel Threlkeld, United 
States Army (USA), Maj Kyle Rykaczewski, 
and Maj Edward Brady, USAF. It describes 
the joint air support mission as one that 
uses a combination of counter-land tactics, 
techniques, and procedures (TTP) from air 
interdiction, strike coordination and recon-
naissance, and close air support. The au-
thors argue for adopting a “joint air support” 
mission that supports land maneuver in the 
division close and deep battlespaces.

DIRECTOR’S COMMENTS
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ADOPT PROACTIVE JOINT FIRES IN
MULTIDOMAIN OPERATIONS

By Maj Kyle “Drifter” Rykacze-
wski, USAF, Maj Edward “Nooner” 
Brady, USAF, and LTC Daniel S. 

Threlkeld, USA

 “To conduct [multidomain bat-
tle], all domains and warfighting func-
tions are integrated to deliver a holistic 
solution to the problem. Federated so-
lutions will not work. We need a com-
prehensive, integrated approach inher-
ent to our forces.”1

 “Uncertainty and incomplete 
information are realities in warfare … 
military forces must be able to make 
accurate decisions at a rate that pro-
vides advantages over adversaries.”2

 Less than a day after learn-
ing multiple enemy division tactical 

groups were advancing across a North 
Atlantic Treaty Organization (NATO) 
state toward the nexus of several vital 
gas pipelines, a United States (US) divi-
sion, cobbled together from three for-
ward-deployed brigade combat teams, 
attempted to establish a defensive line 
with allied units on either flank. 

 The first indication of an enemy 
presence was long-range fire targeting 
the division command post and several 
brigade support areas. Counterfire ra-
dars were able to locate general posi-
tions for the enemy rocket artillery but 
the division’s general support-reinforc-
ing (GSR) multiple launch rocket sys-
tem (MLRS) battalion had limited long-
range rockets and missiles to destroy 
or neutralize the threat. As the two 
formations closed, the fighting became 

An F-16 Fighting Falcon (not pictured) from the 120th Fighter Squadron, Colorado Air National Guard (ANG), 
dropped a MK-82 bomb at a range on Adazi Military Base, Latvia, during the Saber Strike 18 exercise on June 15, 
2018. The purpose of the exercise was to train pilots, aircrew, and joint terminal air controllers for CAS missions in 
real-world conditions. (Photo by SMSgt John Rohrer, USANG) 
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intense. While some of the more lethal 
air defenses were mitigated by the Air 
Force early in the conflict, US air sup-
port was, largely, ineffective. The joint 
air-ground integration center (JAGIC) 
had limited experience integrating air 
interdiction (AI) into its battlespace. 
With the fire support coordination 
line (FSCL) placed almost 50 kilome-
ters beyond the forward line of own 
troops, most of the enemy’s formation 
lay within the JAGIC’s battlespace. 
Conditioned to decades of permissive 
close air support (CAS) procedures, di-
vision and brigade air controllers were 
unfamiliar, or uncomfortable, with al-
lowing air assets to strike targets that 
were not individually approved by the 
appropriate ground commander. Mul-
tiple formations of fighters remained 
stacked at various contact points wait-
ing for taskings and dwelling, unneces-
sarily, in increased-threat envelopes. 

 After years training to clear each 
gun-target line individually, the divi-
sion and brigade fires cells grew frus-
trated, during combat, at the lengthy 
airspace clearance process. A lack of 
emphasis on airspace control mea-
sures, coupled with inadequate risk 
assessments, led to very long fire mis-
sion execution timelines. Countless fire 
missions were ineffective because the 
targets had moved away by the time 
US shells hit the ground. Ultimately, 
the division was defeated by an adver-
sary operating at a much faster tempo 
than the US joint force.

 The scenario describes how the 
current battle construct may fare in a 
future conflict. As the joint force looks 
to potential conflicts with peer or near-
peer states, multidomain operations 
have become cornerstones of the dis-
cussion at the operational level. Using 
multidomain operations is an opera-
tional construct. However, it is ben-
eficial for tactical thinkers to observe 
the multidomain operations-described 
battlespace to assess the efficacy of 
current tactics, techniques, and proce-
dures (TTP) for potential conflicts.

 In a broad sense, during armed 
conflict, the battlespace will feature 
adversaries who will attempt to rapidly 
achieve objectives with conventional 
forces by fragmenting US joint forces 
via simultaneous assaults across do-
mains and in depth.3 Enemy conven-
tional forces will rely, heavily, upon 
indirect fires; intelligence, surveil-
lance, and reconnaissance (ISR)-strike 
systems; and advanced integrated air 
defense systems to defeat US forces at 
range. US adversaries will attempt to 
operate at a tempo faster than the cur-
rent joint force’s tempo. The US must 
find tools to improve the tactical tempo 
to defeat future adversaries. Tactically, 
the joint force must devise TTP that al-
low rapid target identification and en-
gagement. Although it is vital to deter-
mine TTP that integrate and unleash 
all forms of fires across all domains, 
this article begins with the forms of 
fires most common in the joint force, 
surface-based indirect fires, and air-
delivered fires. This article provides 
several examples of TTP that may be 
employed today, within existing doc-
trine, to allow rapid, proactive fires on 
targets as soon as they appear.

 Enabling proactive joint fires 
against a near-peer adversary requires 
a new approach to integrating air-de-
livered fires across the division bat-
tlespace. In an environment in which 
the joint-phasing construct is broken 
by decisive and overwhelming ad-
versary action, preconceived notions 
about setting conditions to enable air 
execution likely will be invalidated. 
To counter the “expanded, converged, 
and compressed” battlespace in which 
near-peer adversaries will force the US 
to operate, more rapid and coordinated 
synchronization of counterland mis-
sion sets is required.4

  As joint planners look at future 
requirements for airborne fires, the 
CAS and AI mission sets must be inte-
grated across the division battlespace. 
Instead of viewing these as distinct mis-
sion sets, they should be viewed across 
the joint force as counterland TTP that 

Enabling proac-
tive joint fires 
against a near-
peer adversary 
requires a new 
approach to inte-
grating air-deliv-
ered fires across 
the division bat-
tlespace.
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can be applied by any airborne strike 
asset based on the commander’s as-
sessment of the current tactical situ-
ation. Enabling scheme of maneuver 
through proactive and synchronized 
AI better facilitates engagement of the 
enemy across the battlespace. Under 
current procedures, AI requests must 
be processed through the air support 
operations center or JAGIC to the air 
operations center (AOC) to either be 
assigned for future targeting on the air 
tasking order (ATO), or tasked to alert 
AI assets under joint force air compo-
nent commander control. While doctri-
nal guidance advocates for the integra-
tion of AI and maneuver short of the 
FSCL, the command and control (C2) 
structures in place limit effective AI ex-
ecution within the joint force land com-
ponent commander’s battlespace.5 This 
leads to misapplication of reactive CAS 
procedures in the division deep area 
and provides the enemy an unintended 
sanctuary between the “close” fight be-
ing serviced by CAS and the FSCL.

 To enable proactive air support 
across the division battlespace, air as-
sets should be tasked to the division 
with a capacity to operate across the 
spectrum of CAS and AI mission sets, 
including strike coordination and re-
connaissance (SCAR). Combined appli-
cation of CAS and SCAR TTP will effi-
ciently use assets and enable proactive 
targeting to attrite the enemy at depth 
in support of division (and ultimately 
joint force commander) objectives. Sev-
eral enablers will be required to accom-
plish this. CAS, AI, and SCAR TTP and 
mission sets should be integrated into 
the division’s overall joint fires plan. 
Airspace must be designed to accom-
modate these missions and TTP in a 
way that facilitates surface and aerially 
delivered fires. This can be done using 
current doctrine (via airspace coordi-
nating measures (ACMs) and fire sup-
port coordination measures (FSCMs)) 
to facilitate efficient target engagement 
by multiple assets. The crux of the 
problem is developing a plan that al-
lows surface fires and aircraft to strike 
targets efficiently and effectively with 

minimum restrictions, while at the 
same time, minimizing risk. Developing 
effective airspace control at every eche-
lon “increases operational effectiveness 
by promoting the safe, efficient, and 
flexible use of airspace while minimiz-
ing restraints on airspace users.”6

 To remedy this situation, the 
joint force should create flexibility 
among CAS and AI assets by appor-
tioning them to a joint air support mis-
sion set allocated in support of division 
operations. While these assets will ap-
ply current CAS and AI TTP, they may 
transition between the two, executing 
TTP based on a real-time tactical as-
sessment. 

 The decentralized tasking au-
thority of joint air support assets be-

... the joint force 
should create 
flexibility among 
CAS and AI assets 
by apportioning 
them to a joint air 
support mission 
set allocated in 
support of division 
operations.

Raider Soldiers from 2nd Battalion, 12th Field 
Artillery Regiment, 1st Stryker Brigade Combat 
Team, 4th Infantry Division conduct a fire mis-
sion on a M777 Howitzer in support of opera-
tions in Afghanistan, August 15, 2018. (Photo 
by MAJ Terez Little, USA)
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tween CAS and AI execution should 
reside at the JAGIC. The JAGIC should 
designate current requirements or 
mission sets based on division com-
mander prioritization. Should the di-
vision prioritize shaping operations in 
the deep fight, the JAGIC can task as-
sets to conduct SCAR in pre-coordinat-
ed engagement areas while leveraging 
real-time intelligence to enhance AI ef-
fectiveness. To prevent airspace usage 
monopolization by air assets or surface 
fires using these techniques, effective 
airspace design and employment are 
vital. Additionally, each engagement 
area requires specific targeting guid-
ance and priorities, as developed by 
the division, in accordance with the 
commander’s guidance for fires. If the 
battle evolves and priority shifts to di-
rect support of a brigade in contact, an 
asset conducting SCAR in the division-

deep area can be immediately retasked 
through the JAGIC to the brigade tacti-
cal air control party (TACP) to provide 
CAS. Identifying CAS and AI as flexible 
counterland TTP, vice distinct mission 
sets, will shift air use from a reactive 
fires mindset to a proactive enabler 
that provides targeting of the enemy in 
depth across the division battlespace 
without the requirement for lengthy 
component C2 coordination (a luxury 
that will not be afforded the joint force 
in near-peer conflicts).

 An additional enabler to the 
counterland integration, which is be-
ing advocated, is broadening the bat-
tlefield coordination line (BCL) from a 
US Marine Corps-specific measure to a 
joint FSCM. A joint fires working group 
held during the 2018 Air Combat Com-
mand weapons and tactics conference 

Identifying CAS 
and AI as flexible 
counterland TTP 
vice distinct mis-
sion sets will shift 
air use from a re-
active fires mind-
set to a proactive 
enabler.

Two F/A-18E Super Hornets, from the Blue Diamonds of Strike Fighter Squadron 146, drop BLU-111, 500-pound 
bombs during a weapons demonstration as part of Tiger Cruise 2017 aboard the aircraft carrier USS Nimitz (CVN 
68), December 1, 2017, in the Pacific Ocean. F/A-18E provides fires to support the ground commander through 
CAS, SCAR, and AI mission sets. (Photo by PO2 Ian D. Zagrocki, USN) 
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Assets are tasked 
in an ATO cycle 
that does not 
effectively mesh 
with a division’s 
military decision-
making process

recommended the following:

“Battlefield Coordination Line (BCL): 
A BCL is a joint FSCM, established 
based on tactical mission variables, 
which facilitates the expeditious attack 
of surface targets of opportunity be-
tween the measure BCL and the FSCL. 
An airspace coordination area will al-
ways overlie the area between the BCL 
and the FSCL. In most cases, the BCL 
location will be determined by the divi-
sion and placed to best expedite shap-
ing fires.”

 The BCL should be placed at the 
forward limit of the brigade battlespace. 
Between the BCL and the FSCL, SCAR 
or armed reconnaissance TTP are the 
primary methods of air support, with 
the JAGIC providing current situation 
updates and targeting prioritization 
based on division requirements. Short 
of the BCL, control should be delegated 
to the brigade TACP to assign CAS or 
SCAR taskings to the supporting air-
craft, as deemed appropriate, based 
on current requirements for detailed 
integration. While arguments could be 
made that current kill box interdiction 
and SCAR TTP make the BCL an un-
necessary addition to joint doctrine, 
it will provide a more effective means 
for expediting air support, synchro-
nized with current division maneuvers, 
in a high operations tempo conflict. 
The BCL facilitates employing multi-
ple assets (surface and aerially deliv-
ered) because it requires using an air-
space coordination area. Not only does 
it facilitate expeditious surface and 
aerially-delivered fires, but also man-
dates protected airspace for aircraft. 
Additionally, adopting the BCL to use 
within the joint force does not mean it 
is required, but it is another tool joint 
fires and airspace planners can use to 
expedite fires.

 As a final enabler to effective air 
support in near-peer conflicts, the joint 
force must reassess air support task-
ing methods and adjust to an improved 
force packaging construct. Current 
CAS tasking methodologies result in an 

ad hoc tasking of assets to the ground 
force. Assets are tasked in an ATO cy-
cle that does not effectively mesh with 
a division’s military decision-making 
process since division staffs probably 
will not know what CAS assets will be 
allocated to them until well inside their 
planning timeline. Furthermore, CAS 
assets are assigned individual task-
ings via form DD1972 and are not ef-
fectively coordinated across the bat-
tlespace with other airborne CAS, AI, 
or multidomain enabling (suppression 
of enemy air defenses, offensive coun-
ter air, or ISR) assets. In a near-peer 
conflict where air superiority cannot be 
assumed, such execution will be inef-
fective as it will hinder the division’s 
capacity to effectively plan and it will 
expose air assets to unacceptable attri-
tion rates. Instead, CAS and SCAR as-
sets should be force packaged with the 
required enablers, to execute them in 
support of a division operation, under 
the combined control of the JAGIC and 
a joint air support air mission com-
mander (AMC). 

 The AMC should be qualified 
to interpret division air support needs 
during planning, coordinate pack-
age support requirements with the 
AOC, integrate with the JAGIC for re-
al-time situation updates, and direct 
airborne assets to conduct CAS and 
SCAR across the division battlespace. 
While a forward air control (airborne) 
(FAC(A)) qualification is not necessar-
ily a requirement for joint air support 
AMC, many of the FAC(A) skillsets will 
be applicable. Joint air support pack-
ages should be coordinated through 
the BCD to be tasked during specified 
times, as required. This enables divi-
sion maneuver and allows the package 
an opportunity to open set windows of 
target engagement based on integra-
tion of multidomain fires across the 
battlespace. While this tasking meth-
odology is a departure from the 24-
hour “iron cloud” construct to which 
the ground force has grown accus-
tomed in decades of permissive air op-
erations, it is necessary to ensure force 
survivability of air assets through force 
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packaging and enable effective, syn-
chronized targeting in depth across the 
battlespace. The Lumberjack 300/400 
Counterland capstone missions con-
ducted at the US Air Force Weapons 
School provide an example of this force 
packaging construct in a nonpermis-
sive, major combat operation.

 In an effort to integrate multido-
main fires, one must consider where it 
is believed friendly (and enemy) surface 
fires will be shot to and from. Joint fires 
planners often forget artillery projectiles 
are airspace users just like aircraft, 
though they, obviously, cannot be con-
trolled like an aircraft once they exit the 
tube or pod. Some say this makes plan-
ning airspace for surface fires easier 
than aircraft. With the exception of pre-
cision guided munitions, conventional 
cannon and rocket artillery follow a very 
predicable flight path or trajectory. 

 There are two relatively un-
known, restricted operations zones that 
can facilitate cannon and rocket artil-
lery airspace integration. First, there 

is a surface-to-surface munition (SSM) 
restricted operating zone (ROZ). The 
SSM ROZ is designated as “airspace of 
defined dimensions established specif-
ically for surface-to-surface munitions’ 
route of flight and launch and impact 
point”.7 The SSM is listed as a type of 
ROZ in Joint Publication 3-52.8 

 Second, there is a special use 
airspace (SUA) called a surface-to-sur-
face missile system (SSMS). The SUA 
SSMS is used to identify airspace re-
quirements for firing Global Positioning 
System Multiple Launch Rocket Sys-
tem munitions, Army Tactical Missile 
System munitions, and cannon artil-
lery. Only the SUA SSMSs are compat-
ible with US message text format 2004 
used to communicate between Army 
Battle Command Systems and the Air 
Forces’ theater battle management core 
system.

 These two ROZs are addressed 
here because implementation requires 
coordination between the fires cell and 
airspace element at every echelon. Air-

An M142 High Mobility Artillery Rocket System (HIMARS) assigned to 3rd Battalion, 321st Field Artillery Regi-
ment, Fort Bragg, North Carolina, launches artillery at the Nevada Test and Training Range, June 9, 2018. The 
HIMARS can be transported in anything from a C-130 Hercules cargo aircraft to a C-5 Galaxy cargo aircraft and 
rapidly set up to provide fires for the ground commander. (Photo by A1C Andrew D. Sarver, USAF) 
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2. The joint force adopts the term 
“joint air support” (JAS) as an 
ATO mission to denote air assets 
supporting a division, regardless 
of the TTP employed.

3. The joint force examines method-
ologies to allow appropriate force 
packaging of air and surface fires 
assets based on the effects need-
ed in an area.

4. The joint force sets a standard 
for the training and qualifica-
tions needed for a joint air sup-
port AMC.

5. The joint force begins training, 
immediately, to effectively imple-
ment various control measures 
to allow expeditious surface and 
aerial fires (i.e., the BCL and SSM 
or SUA and SSMS ROZs). 

 These techniques are possible 
through training, education, command 
decisions, or a combination of these. 
Whatever TTP are used, it is impera-
tive the joint force discovers a means to 
employ proactive fires.

END NOTES
1 US Army Training and Doctrine Command (TRADOC), “Multido-
main Battle: Evolution of Combined Arms for the 21st Century 
2025-2040,” http://www.tradoc.army.mil/index.asp, accessed 4 
Feb 2018, ii.
2 US Air Force, “Air Force Future Operating Concept: A View of 
the Air Force in 2035,” http://www.af.mil/Portals/1/images/
airpower/AFFOC.pdf, accessed 4 Feb 2018, 9.
3 TRADOC, 16.
4 TRADOC, 7
5 Joint Publication (JP) 3-03, Joint Interdiction, 9 Sep 2016, IV-2.
6 Joint Publication (JP) 3-52, Joint Airspace Control, 13 Nov 
2014, I-2.
7 Ibid., C-4
8 Ibid.

space planners need to identify the 
most appropriate ACMs and FSCMs 
that closely correlate to their airspace 
requirements and integrate those mea-
sures into a clear, concise, and under-
standable division airspace plan. Not 
only would this facilitate surface fires, 
but it would reduce risk, facilitate, and 
expedite aerially delivered fires con-
ducting CAS, AI, and SCAR.

  The SSM ROZ or SSMS SUA 
can increase the tempo of operations 
by giving more freedom of action to 
major forms of fire support (i.e., sur-
face-to-surface and air-to-surface). A 
more rapid and effective tempo with 
land-based and air-delivered fires will 
yield faster tactical mission execution. 
Furthermore, these techniques will de-
liver more effects against the enemy in 
a similar time period than current; re-
strictive battlespace constructs; thus 
slowing the enemy’s tempo. 

 Planners from the ground and 
air forces must adjust their thinking 
to accommodate an enemy capable of 
operating at a much faster tempo than 
the one at which US forces have grown 
accustomed to fighting. A peer or near-
peer adversary will execute rapidly and 
decisively using TTP and technology 
expressly designed to exploit the weak-
nesses in the US joint force. Planners 
must recognize the strengths inherent 
in existing doctrine to employ TTP that 
will improve the kill chain, radically, 
for surface and aerial fires. The fol-
lowing recommendations should begin 
moving the force in this direction.

1. Division JAGICs begin training 
to integrate AI with land maneu-
ver in the division close and deep 
battlespaces.

http://www.tradoc.army.mil/index.asp
http://www.af.mil/Portals/1/images/airpower/AFFOC.pdf
http://www.af.mil/Portals/1/images/airpower/AFFOC.pdf
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Achieving desired 
outcomes has 
proven elusive.

By Col Brian J. Gross, USAF 
(Contributors: Mr. Herb Foret and 
Maj Michael “Casey” Sere, USAF)

 The United States Military heav-
ily invests in technology to gain an 
asymmetrical advantage on the bat-
tlefield. As new technologies become 
available to the warfighter, Service or 
multi-Service tactics, techniques, and 
procedures (TTP) must evolve to take 
advantage of these advancements. 
However, the challenges of integrating 
new technologies into existing TTP, to 
realize their potential, are substantial. 

 Joint terminal attack control-
lers (JTACs), forward air controllers 

(airborne), A-10 Hawg pilots, and many 
others can attest to the challenges in-
volved in integrating DACAS into exist-
ing close air support (CAS) procedures. 
The increase in technology promises 
increased speed, accuracy, and situ-
ational awareness (SA). These tech-
nological increases include integrated 
targeting pods, advanced data links/
networks (i.e., situation awareness data 
link (SADL), Link-16, and adaptive net-
working wideband waveform (ANW2)), 
gateways, and JTAC kits (i.e., battlefield 
airman-digitally aided strike suite (BA-
DASS) and android tactical assault kits 
(ATAK)). Achieving desired outcomes 
has proven elusive. The fluid nature 

DIGITALLY AIDED CLOSE AIR SUPPORT (DACAS): A 
LOOK INTO JOINT TEST AND EVALUATION (JT&E) 
EFFORTS TO DEVELOP MULTI-SERVICE TACTICS, 

TECHNIQUES, AND PROCEDURES

Staff Sgt. Michael Pinchiera, 12th Combat Training Squadron joint terminal attack controller, drives a Humvee 
[high mobility multipurpose wheeled vehicle] during Green Flag West, June 12, 2018, at the National Training 
Center (NTC), Fort Irwin, California. The NTC replicates the tough, realistic operational environment America’s 
warfighters face in combat. (Photo by A1C JaNae Capuno, USAF)
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of CAS demands seamless integration; 
however, the promised increase in SA 
and confidence should not come at a 
cost of speed because speed is para-
mount when lives are on the line. 

 Recently, the JT&E program 
partnered with the Services to take 
on the ambitious challenge of creating 
CAS TTP to solve this critical, tactical 
issue. A test was led by Test Director 
Colonel Brian “Toaster” Annichiarico, 
United States Marine Corps; and Tech-
nical Director Ms. Marsha Mullins. 
They sought to develop TTP to take ad-
vantage of DACAS capabilities to speed 
up the kill chain, decrease human in-
put error, improve SA and confidence 
prior to weapons release, and enable 
JTAC and aircrews access to existing 
networks. The lessons learned from 
this project are many, and available for 
download from the web address pro-
vided at the end of this article. Several 
of the major takeaways are discussed 
in the following paragraphs.

 When it comes to the kill chain, 
it is reasonable to demand DACAS 
speed up the process, or not slow it 
down (at a minimum). It comes as no 
surprise that initial test trials expe-
rienced slower attacks using DACAS 
than attacks using voice only. That 
gap was, however, closed as aircrews, 
JTACS, and joint fires observers in-
creased proficiency with the TTP and 
their equipment. Though not statisti-
cally significant, the speed from fighter 
check-in to weapons release decreased 
by an average of 2% (12 seconds) when 
using DACAS, versus voice, through 
the course of the joint test. 

 To examine the potential for DA-
CAS to reduce human input error, the 
team recorded read-back errors from 64 
voice trials and 140 digital trials of air-
crew briefings and 9-lines. Results did 
not support any significant, tangible 
benefit from using DACAS. Voice read-
back proved 96.8% accurate, while digi-
tal read-back was 95.0% accurate. 

 For aircrew and JTAC confi-
dence, the team looked at several fac-

tors, including confidence in friendly 
positions, battle tracking, network con-
nectivity, and attacking the correct tar-
get. Although the obtained results were 
somewhat subjective (observations and 
interpretations based on community 
norms), they did support a moderate 
increase in confidence using DACAS 
in all categories. Similar results were 
reported with regard to SA. More than 
70% of aircrews reported greater confi-
dence in gaining better SA quickly and 
maintaining it over time with DACAS 
than with voice-only. It is important to 
note that these results signify partici-
pant confidence, not results based on 
collected, concrete data. 

 The main takeaway from this 
study is that proper network setup, 
planning, and training are keys to fu-
ture success in integrating DACAS into 
existing CAS TTP. Results improved sig-
nificantly, across the board, when par-
ticipants used standardized equipment 
defaults during mission planning and 
execution, had formal systems training, 
and increased proficiency in DACAS 
procedures. However, one persistent 
challenge remains: JTACS and aircrews 
may be unwilling to spend the time and 
effort standardizing, training, and gain-
ing proficiency for a potential 2% in-
crease in speed. Additionally, the main 
thesis of the joint test was supported, 
generally: having common TTP is useful 
in CAS planning and execution. The test 
team found, a common TTP helped en-
able common digital system configura-
tion and reduced connectivity failures. 
It also supported the effort to conduct 
focused DACAS training to improve pro-
ficiency and overall CAS effectiveness. 

 There is no doubt, DACAS is a 
realistic option which will improve over 
time, and training and proficiency will 
be major factors in its success. Mem-
bers of the Air Land Sea Application 
(Center) (ALSA) staff are working with 
Service subject matter experts to in-
corporate best practices, including les-
sons learned from this joint test, into 
existing multi-Service TTP publications 
(such as Joint Application of Firepower 

The main take-
away from this 
study is that 
proper network 
setup, planning, 
and training are 
keys to future 
success in inte-
grating DACAS 
into existing CAS 
TTP.
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(JFIRE) and Strike Coordination and 
Reconnaissance (SCAR)). 

 Examples of DACAS mission 
flows from the joint test are shown in 
figures 1 and 2. The final JT&E joint 
test may be found on the ALSA website 
https://intelshare.intelink.gov/sites/
alsacenter/SiteCollectionDocuments/
dacas_ttp.pdf until 1 August 2019.

Col Brian J. Gross is the Director of 
Air Land Sea Application Center; Mr. 
Herb Foret, is the task lead and CAS 
subject matter expert for the DACAS 
joint test at JT&E; and Maj Michael 
“Casey” Sere is the Director of Anal-
ysis and Reports for the DACAS joint 
test.

Figure 1. DACAS Mission Flow Cadence (JFO Integration Using LOS Communication Path)

https://intelshare.intelink.gov/sites/alsacenter/SiteCollectionDocuments/dacas_ttp.pdf
https://intelshare.intelink.gov/sites/alsacenter/SiteCollectionDocuments/dacas_ttp.pdf
https://intelshare.intelink.gov/sites/alsacenter/SiteCollectionDocuments/dacas_ttp.pdf
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Figure 2. DACAS Mission Flow Cadence (VMF over CMR)



ALSB 2019-115

PEDs continue 
to pose an op-
erational security 
(OPSEC) threat 
to military opera-
tions. 

By CDR Bill Richmond, USN (Contri-
butions by MAJ Kale Sawyer, USA; 

and Mr. Charles Williams, DIA)

 There are many types of PEDs, 
including laptop computers, smart 
phones, tablets, smart watches, gam-
ing consoles, electronic readers, and 
fitness devices. The number of PEDs 
has exploded over the last 10 years, 
and they are a common part of civilian 
and military people’s lives. 

 Although PEDs are immensely 
popular, there is a downside to their 
use within the military Services. PEDs 
connect to the internet, creating an 
opportunity for adversaries to access 
transmitted information. In 2018, 
the Department of Defense (DOD) an-
nounced a new, department-wide pol-
icy prohibiting Service members’ use 
of geolocation features on PEDs. Nev-

ertheless, PEDs continue to pose an 
operational security (OPSEC) threat 
to military operations. Unit command-
ers and Service members can take nu-
merous steps to confront PED OPSEC 
risks.

 PEDs process and transmit 
data, such as personally identifiable 
information (PII), locational data, and 
real-time activity via cameras and mi-
crophones. Adversaries can use the in-
formation to build patterns of life and 
target Service members.1 Moreover, an 
adversary can obtain data from PEDs 
when Service members willingly make 
their data available for observation.2

 An example of PED risk ap-
peared on January 27, 2018, when the 
social media company Strava released 
a “heat map” on the internet (https://
www.strava.com/heatmap) showing 

CONFRONTING THE RISKS FROM PERSONAL 
ELECTRONIC DEVICES (PEDS)

Pictured are samples of personal electronic devices (PEDs) a United States Air Forces Central Command and 
380th Air Expeditionary Wing policy prohibits in most work centers. A PED can record audio or video, save notes, 
or communicate wirelessly. This photo was taken March 15, 2013. (Photo by TSgt. Christina M. Styer, USAF) 

https://www.strava.com/heatmap
https://www.strava.com/heatmap
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the routes taken over 2 years of cer-
tain Global Positioning System (GPS)-
enabled fitness devices. The heat map 
revealed the locations of United States 
(US) military bases at home and abroad 
by showing where the Service members 
ran while wearing their fitness devices. 
Some of the bases were in undisclosed 
locations. In addition, hackers were 
able to use the Strava data to identify 
individual Service members and deter-
mine what time of day they ran par-
ticular routes.3 These events raised 
OPSEC issues by revealing critical 
information about friendly infrastruc-
ture, activities, and vulnerabilities that 
adversaries could exploit. By revealing 
personnel and dependents’ locations, 
the devices made Service members and 
their families vulnerable to attack.  

 The Strava example demon-
strates how the human element—the 
largest OPSEC threat—can impact 
mission success. The devices were pri-
vate property, not government systems 
that are regularly scanned and updat-
ed with security patches. Largely, the 
users were unaware of their PEDs’ vul-
nerabilities. 

 The DOD is taking steps to rec-
tify the PED risk to OPSEC and Service 
members’ personal security. On Febru-
ary 1, 2018, in response to the Strava 
data release, former Secretary of De-
fense James Mattis ordered a compre-
hensive review of how military mem-
bers use GPS-enabled technology.4 On 
August 3, 2018, then Deputy Secretary 
of Defense Patrick Shanahan released 
a memorandum recognizing the se-
curity risk geolocation capabilities on 
PEDs pose to Service members and 
military operations. The memo stated, 
the DOD’s new policy prohibits DOD 
personnel “from using geolocation fea-
tures and functionality on nongovern-
ment- and government-issued devices, 
applications, and Services while in lo-
cations designated as operational ar-
eas.”5 Pentagon spokesman, US Army 
Colonel Robert Manning III, added 
clarification on August 6, 2018, say-
ing that deployed personnel are in “op-

erational areas” and commanders will 
determine other areas where this [new] 
policy may apply.6 Combatant com-
manders, or their designees, may au-
thorize using geolocation capabilities 
on nongovernment devices after con-
ducting a “threat-based, comprehen-
sive OPSEC survey, in accordance with 
DOD Directive 520502E, DOD OPSEC 
Program,” and on government-issued 
devices after taking into account po-
tential OPSEC risks.7

 The DOD issued a new policy 
prohibiting the use of PED geolocation 
features, and some PED companies, 
including Strava, have pledged to work 
with the DOD to protect users’ data. 
Still, the threat PEDs pose to military 
operations and Service members re-
mains. Commanding officers have been 
granted leeway to allow PEDs with geo-
location Services in operational areas 
as long as they consider the OPSEC 
risks. 

 There are several ways com-
manding officers and Service members 
can protect themselves from PED risks, 
including the geolocation risks, PII 
transmission, and others. These ways 
come from commanding officers and 
Service members who educate them-
selves and take action at their levels.

 Individual Service policies are 
starting points, but can confuse mat-
ters, as each Service has its own PED 
policy. Cyber security training, policy 
acknowledgement forms, and prohi-
bitions on PED use in sensitive com-
partmented information facilities 
(SCIFs) are common practices among 
all Services, but there are glaring dif-
ferences among their PED policies. For 
example, the Army’s January 2017 
Executive Order directed establishing 
three PED authorization levels: none 
allowed, specified devices permitted, 
and all allowed, with signs posted to 
indicate the level for individual spaces. 
In addition, the Army order gives local 
leaders, down to the company level, the 
authority to set PED restrictions.8 The 
Navy and Marine Corps prohibit most 
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ways commanding 
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vice members can 
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from PED risks, 
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location risks, PII 
transmission, and 
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PEDs in classified spaces, with the ex-
ception of certain personal, wearable, 
fitness devices if they lack “Wi-Fi, pho-
tographic, video capture/recording, 
microphone, or audio recording capa-
bilities”.9 The Navy and Marine Corps 
allow commanders to make additional 
restrictions on PEDs, as they see fit.10 
The Air Force allows PEDs as long as 
the user consents to monitoring.11 
These differences among Service poli-
cies make it difficult for a commander 
to come up with a PED policy in a joint 
environment.

 Every US military Service has a 
designated authorizing official (DAO) 
who determines baseline cyber-secu-
rity measures for each operating loca-
tion, while on-site security managers 
and information security officers per-
form assessments and make recom-
mendations to DAOs. The key is that 
commanding officers have the authori-
ty to restrict PED use beyond the DAO-
set baseline. 

 It is critical that commanding of-
ficers develop a good understanding of 
the OPSEC concerns in their area, and 
the ever-changing security risks PEDs 
pose. To do this, they need to regularly 
confer with security managers, infor-
mation technology officers, and other 
security professionals. The Strava heat 
map example shows what can happen 
when commanders fail to do so. 

 Consider, the DOD once en-
couraged military personnel to use 
personal fitness devices. In 2013, the 
DOD instituted a pilot program to com-
bat obesity. Through this program, it 
distributed 2,500 PEDs. Consequently, 
these devices contributed to the 2018 
OPSEC situation by giving away the 
location of military bases abroad on 
Strava’s heat map.12 Commanding offi-
cers did not understand the risk these 
personal fitness devices posed to sensi-
tive site locations and Service members’ 
personal data. In the Strava example, 
a beneficial program giving away $100 
personal fitness devices easily negated 
significant elements of the DOD’s OP-

SEC program.13

 Observers expect the number 
of PEDs connected to the internet to 
grow from 16 billion to 40 billion over 
the next four years.14 The expanding 
number of devices and their increasing 
functionality make it nearly impossible 
for the DOD to know what security 
gaps exist with new PEDs until an in-
formation security breach occurs. This 
knowledge gap is a human factor that 
is a risk. Any operational risk manage-
ment strategy or security assessment 
needs to consider such human factors 
weighed against risk probability and 
severity.15 For these reasons, individ-
ual commanders need to apply a risk 
trade-off approach in implementing 
their PED policies.

 The risk that the US’ adversaries 
(such as Russia, China, or violent ex-
tremist organizations) will access Ser-
vice members’ PEDs to collect sensitive 
information (such as troop strength, 
operational activity, and personal data) 
is real.16 Russia has aggressively at-
tempted to access personal cell phones 
belonging to North Atlantic Treaty Or-
ganization (NATO) soldiers, including a 
US battalion commander and his staff 
deployed near Poland in the summer 
of 2017. Russia not only attempts to 
passively acquire contact data, access 
personal information, and conduct 
surveillance through Service members’ 
PEDs, but seeks to openly manipulate 
data, mimic contacts, and send false 
information through PEDs. Russian’s 
targeting NATO soldiers’ PEDs has be-
come so bad that Estonian conscripts 
report they are “forced to jump into a 
lake during operations to ensure they 
are following a strict ‘no smart phones’ 
policy”.17

 Ordering Service members to 
jump into a lake would ensure they 
have no PEDs on them, but it is not 
a practical approach for any military. 
There are other, less extreme, steps 
commanding officers can take to en-
sure compliance.

Observers expect 
the number of 
PEDs connected 
to the internet to 
grow from 16 bil-
lion to 40 billion 
over the next four 
years.14
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 The Deputy Secretary of De-
fense’s August 3, 2018 memo directs 
commanders and supervisors to “apply 
a tiered structure for categorizing loca-
tion and operations sensitivity while 
incorporating risk factors to ensure 
restrictions are consistently and ratio-
nally applied”.18

 The following figure illustrates 
a proposal for how commanders could 
apply a tiered-structure approach. It 
begins by recognizing the trade-off be-
tween personal convenience and OP-
SEC. Commanders should consider a 
spectrum of mitigation measures re-
stricting or prohibiting PED capabili-
ties (the “Y axis” on the figure) ranging 
from restricting a PED’s GPS capabil-
ity, disallowing Wi-Fi capability, or re-
stricting possession of all PEDs. Also, 
they should consider geographic loca-
tions and the sensitivity level of an op-
eration (the “X axis” in the figure). 

 Some locations and operations 
are too sensitive to risk having any 
PEDs in the area. As operational sen-
sitivity increases, toward the right of 

the figure, the level of OPSEC risk in-
creases and the level of acceptable PED 
capabilities must decrease. In essence, 
the figure depicts the concept of allow-
able trade-offs in PED use versus op-
erational sensitivity.

 As illustrated, commanders 
should reduce the level of acceptable 
PED use as operations become more 
sensitive. The level of acceptable PED 
use should diminish with increasingly 
restrictive mitigation measures (i.e., 
GPS, cellular use, Wi-Fi, Bluetooth, all 
PEDs prohibited, respectively) as oper-
ational sensitivity increases (from the 
continental United States (CONUS) to 
sensitive activities). Beyond a certain 
point of operational sensitivity, when 
in any hostile area, the commander 
should consider prohibiting all PED 
use. 

 For example, the risk to opera-
tions from PED use in a CONUS gar-
rison is considerably less than the risk 
at an overseas location or in a hostile 
area. As operational sensitivity in-
creases, the commander must man-

Figure 1 An Example of a Commander’s PED Policy

... commanders 
should reduce the 
level of acceptable 
PED use as op-
erations become 
more sensitive. 
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date more PED risk mitigation mea-
sures. Measures, such as restricting 
GPS, may suffice for protecting OPSEC 
in CONUS, but not during an overseas 
training exercise, where it is unlikely 
100% of users would remember to dis-
able the feature 100% of the time. In a 
hostile area, the consequences of one 
Service member failing to disable GPS 
or turn off Wi-Fi or Bluetooth would 
be too high to consider. Therefore, the 
commander should prohibit using all 
PEDs.

 Enforcement is a critical com-
ponent of any commander’s policy, 
and the commander will have to rely, 
heavily, on traditional enforcement 
measures (such as own force monitor-
ing, random searches at entry control 
points, mandatory annual training on 
PED security risks and digital device 
detectors). The commander should 
state, clearly, the consequences for 
failing to adhere to the policies, rang-
ing from nonjudicial punishment to 
removal from theater. In addition, the 
commander needs to issue directives 
regularly and state, explicitly, which 
PEDs and capabilities are prohibited in 
specified operational areas, after con-
sulting with security and information 
technology professionals.

 The commander’s PED policy 
must include:

1. The process for approving PEDs, 
according to operational areas.

2. Requiring initial and annual PED 
security training for Service mem-
bers.

3. Requiring troop signatures on a 
user agreement that includes an 
acknowledgement that the gov-
ernment may seize a PED at its 
discretion.

 The OPSEC risks PEDs pose are 
real and will continue to grow, and the 
military Services’ differing policies fail 
to protect the force from them. Mem-

bers of the joint force will continue to 
purchase PEDs privately and introduce 
new technology into military operating 
environments. As experienced with the 
Strava heat map, leaders and subordi-
nates will not foresee all consequences 
of using new technology until after its 
implementation and the security risks 
become public. The US’ adversaries ex-
ploit these risks already. Commanders 
need to go beyond the DOD’s general 
restrictions against geolocation servic-
es in operational areas and issue their 
own policies to address the growing 
risks from PEDs.
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... the US should 
continue devel-
oping artificial 
intelligence (AI) 
to assist in multi-
domain operations 
to detect, inform, 
and react to mili-
tary deception.

OVERCOMING MILITARY DECEPTION

By Maj James Quigley, USAF, and 
Maj Craig Pachlhofer, USAF

 Simple, inexpensive military de-
ception techniques are highly effective 
against a modern military. In past con-
flicts, however, the United States (US) 
faced adversaries that employed prac-
tical and deceitful tactics, techniques, 
and procedures (TTP). Even so, many 
of those TTP were undiscovered until 
well past the end of the conflict. An-
ticipating updated versions of these 
deception TTP may help mitigate their 
effectiveness, but the US should not 
underestimate advanced adversaries’ 
creativity in future conventional con-
flicts. Anticipating the unknown can 
be an overwhelming task. Instead, the 
US should continue developing artifi-
cial intelligence (AI) to assist in multi-
domain operations to detect, inform, 

and react to military deception.

 Despite having the most techno-
logically advanced military in the world, 
the fog of war has an undeniable ef-
fect on battlefield decision making. The 
confusion the US military can expect 
to suffer will only increase when con-
fronting an enemy actively employing 
deception techniques. The US learned 
that lesson twenty years ago during 
Operation ALLIED FORCE, when the 
US intervened against Serbia to pre-
vent a growing humanitarian crisis in 
Kosovo. Operation ALLIED FORCE was 
conducted for 78 days, mostly through 
an air campaign, where allied pilots 
flew 37,465 sorties. More than 14,000 
of these were part of strike missions.1  

The destruction of Serbia’s military 
was considered the reason of then-
President Slobodan Milosevic’s capitu-
lation to North Atlantic Treaty Orga-

Unidentified members of Combat Logistics Regiment 15 set up a main communications hub on Camp Pendle-
ton, California, December 4, 2017. The set up serves as a countermeasure, while in a deployed environment, for 
protecting a combat operations center by serving as a decoy for communications. (Photo by Pvt. Stephen Beard, 
USMC)
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The allied air 
forces succeeded 
in destroying 
fixed targets, 
such as gov-
ernment build-
ings and static 
surface-to-air 
missile sites but 
they, ultimately, 
failed in discern-
ing real mobile 
targets from de-
coys and finding 
hidden military 
hardware.

nization’s (NATO’s) terms. According 
to then-Supreme Allied Commander, 
General Wesley Clark, “[the] Yugoslav 
integrated air defense system had been 
seriously damaged. Without continued 
suppression, it would have recovered 
quickly; it was a race of Allied destruc-
tion against Serb reconstruction and 
repair. Day by day, Yugoslavia lost its 
early warning radars, missiles, and 
fighters.”2

 With time to better understand 
the conflict, the Serbian military was 
found to be largely intact at the con-
clusion of the operation. A study by 
the Research and Development (RAND) 
Corporation found that coalition forces 
in Operation ALLIED FORCE expended 
a total of 28,018 munitions, exclud-
ing Tomahawk Land-Attack Missiles.3  

The RAND study also states, “the Pen-
tagon claimed that the operation had 
destroyed 450 enemy artillery pieces, 
220 armored personnel carriers, 120 
tanks… Lieutenant General Marvin Es-
mond, announced that the allied bomb-
ing effort had destroyed a presumed 80 
percent of Yugoslavia’s fixed-wing air 
force.”4 However, later reports greatly 
reduced those numbers, claiming the 
US had mainly destroyed cleverly de-
signed and placed decoys. 

 Air Power Australia Analyses, an 
Australian air-power journal, recorded 
only 26 tanks could be confirmed as 
killed, while a high percentage of Ser-
bia’s mobile surface-to-air missile sys-
tems remained operational throughout 
the conflict.5 

 A US article published late in 
1999 claimed only twelve destroyed 
armored personnel carriers and eight 
artillery pieces were found.6 NATO con-
firmed the destruction of six Serbian 
Mig-29s, while the US lost two fixed-
wing aircraft; one was an F-117 stealth 
fighter. 

 The allied air forces succeeded 
in destroying fixed targets, such as 
government buildings and static sur-
face-to-air missile sites but they, ulti-
mately, failed in discerning real mobile 

targets from decoys and finding hidden 
military hardware.

  The Serbian military used sim-
ple deception tactics to confuse US in-
telligence, surveillance, and reconnais-
sance (ISR) assets. Serbia moved their 
military equipment through rough ter-
rain that helped mask maneuvers; dis-
persed into small, autonomous units; 
and camouflaged or hid their equip-
ment during stops. Serbian forces also 
used cheap materials to create decoys 
that fooled US intelligence assets, such 
as the wooden poles and used tires, 
put together to appear as artillery piec-
es. According to the New York Times, 
“Yugoslav commanders built’ ‘tanks’ of 
wood and plastic sheeting, sometimes 
draping them with camouflage netting. 
To trick thermal sensors, they put met-
al tape or plates on some decoys and 
even set trays of water inside them that 
heated up in the sun, just like a real 
tank would.”7 Similarly, wooden air-
craft were designed and painted to ap-
pear as Mig-29 Fulcrums. The majority 
of them were destroyed, successfully 
wasting coalition fuel and munitions. 

 The RAND report states, “NA-
TO’s failure to anticipate and prepare 
adequately for a range of adverse en-
emy actions, such as the commingling 
of Kosovar Albanian civilians with Serb 
military convoys and the highly suc-
cessful Yugoslavia Army/special police 
camouflage, concealment, and decep-
tion measures, made air operations 
against both fixed and mobile targets 
far more difficult than they had been in 
DESERT STORM.”8

 With the lessons learned from 
Operation ALLIED FORCE, the US 
must anticipate that modernized state 
actors will employ deception tactics 
due to their effectiveness, simplic-
ity, and affordability. According to one 
South Korean news site, the North Ko-
rean military declared the year 2004 as 
the “Year of Camouflage”.9 Since then, 
North Korea has constructed fake 
surface and underground bases and 
numerous cave complexes, updated 
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painting material and patterns for hid-
ing military equipment, created false 
runways, and designed tactics to mask 
unit maneuvers. 

 Also, other nations have focused 
their deception efforts. Recently, the 
Chinese military used fleets of civilian 
fisherman to stake claims to parts of 
the South China Sea while attempting 
to avoid a military confrontation with 
the US. Chinese fishing companies 
have been eager to aid the Chinese 
navy in this endeavor due to commer-
cial interests and nationalism. This 
blurs the lines between civilian and 
military actions in peacetime. 

According to the Washington Post:

“Their fishing boats also helped 
deliver construction materials for 
China’s land reclamation and con-
struction program in the Spratlys. 
Last October, when the USS Las-
sen (DDG 82) conducted a free-

dom-of-navigation operation near 
Subi Reef, the Chinese navy kept 
a respectful distance, but smaller 
merchant or fishing vessels came 
much closer and even crossed the 
destroyer’s bow, Defense News 
reported. Experts say those boats 
were probably manned by militia 
members.”10

 Russia also invested resourc-
es into military deception. A compa-
ny called Rusbal is making inflatable 
weapons for the country’s military, 
creating cheap mock ups of surface-to-
air missile batteries, tanks, “command 
and control tents, radar stations and 
even the Tochka short-range tactical 
ballistic missile.”11 A Rusbal inflatable 
tank requires only a few minutes to be-
come ready and costs a few thousand 
dollars.12 

 As deception techniques of po-
tential adversaries improve, the US 
must leverage multidomain operations 

Unidentified US Army Reserve Soldiers with the 364th Expeditionary Sustainment Command use a camouflage 
net to conceal Jump Tactical Operations Center, Coyote in Fort Knox, Kentucky, March 22, 2018, during Com-
bined Situational Training Exercise — Bridge. (Photo by SGT Kayla Benson, USA) 
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Operations in all 
domains have de-
tection capability 
but, in many cas-
es, sensors are 
used marginally 
for these efforts. 

to detect an adversary’s deception TTP. 
Operations in all domains have de-
tection capability but, in many cases, 
sensors are used marginally for these 
efforts. For example, the B-1 is a strike 
platform primarily used for deliver-
ing munitions. To aid in that task, the 
B-1 has a radar and sniper pod. In-
stead of constantly using these sensors 
throughout a mission, the sensors lay 
dormant until the aircrew needs to use 
them. The B-1 aircrew’s task load pre-
vents continual sensor use. Still, when 
the aircrew uses them, the information 
they gather does not leave the aircraft. 
Any information garnered from these 
sensors requires multiple steps for in-
telligence exploitation. The capability 
exists for B-1 sensors to detect a va-
riety of enemy activity, but marginal 
sensor use and poor information shar-
ing prevent the B-1 from being a con-
tributor to overcoming military decep-

tion. 

 Nominal B-1 sensor use is just 
the tip of the iceberg. Assets, in all do-
mains, face similar challenges to in-
creasing sensor management and in-
formation sharing. The US could raise 
detection capability, greatly, by in-
creasing development and TTP in two 
areas: AI assisted sensor management 
and rapid information sharing. 

 Operators need to manage their 
sensors at critical times; however, em-
bedded AI can manage sensors when 
they usually would be stowed. As sen-
sors gather more information, it is even 
more important to share and process 
it. That does not mean each asset con-
tinually uploads data to the cloud. In-
stead, assets need to have datalinks to 
rapidly push information for process-
ing and exploitation at the time of the 

An M109A6 Paladin, self-propelled Howitzer with Battery C, 3rd Battalion, 29th Field Artillery Regiment, 3rd Ar-
mored Brigade Combat Team, 4th Infantry Division, operates in a hide site during a combat training center rotation 
as part of Combined Resolve VIII at Hohenfels Training Area, Germany, June 12, 2017. While training in support 
of Operation Atlantic Resolve, the “Pacesetters” Battalion has adopted hide and seek tactics to fight a near-peer 
adversary, concealing artillery then popping out to fire at targets. (Photo by CAPT Scott Walters, USA)
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operators’ choosing. Increasing the 
amount and flow of information is just 
the first action, next the US needs to 
rapidly exploit and inform assets of 
what has been learned.

 The current ISR exploitation 
construct is not aligned to process 
large quantities of information and in-
form all assets of possible deception 
TTP. The solution does not require 
more people. Rather, the US military 
needs to increase the integration of AI 
and machine-learning into process-
ing and exploiting information.13 A few 
aircraft on an isolated runway may be 
abandoned equipment in disguise, or 
the runway could be a staging area to 
launch an attack. Radio chatter indi-
cating an army in maneuver could ne-
cessitate a US response, or it could be a 
feint to lure forces into action. One data 
point may not be enough to determine 
a situation. Using AI, these examples 
could be correlated with historical or 
real-time satellite imagery, intelligence 
databases, or active ISR sensors for 
confirmation, or a level of confidence, 
that they are deception TTP. The fog of 
war cannot be completely cleared, but 
AI’s ability to process large quantities 
of intelligence increases the probabil-
ity of distinguishing enemy deception. 
With correlated intelligence, this in-
formation can be pushed down to the 
tactical level to help forces decide on 
one of three actions: gather more infor-
mation, respond to the enemy effort, or 
avoid the probable enemy deception.

 As military deception TTP ad-
vance, the US military must adapt. 
Learning, years after the fact, of an 
enemies’ deception is unacceptable. 
The US can speed learning through 
AI-assisted sensor management, AI-
processed information integrated from 
various sensors, and informed deci-

sions based on probability of decep-
tion. Each military community must 
increase its ability to detect activity 
and; also, share the information for 
correlating data points. Confusion will 
always remain on the field of battle; 
however, through these actions, the 
US military can distinguish fact from 
fiction.
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TITLE DATE PUB # DESCRIPTION/STATUS

AOMSW
Multi-Service Tactics, Techniques, and Proce-
dures for Air Operations in Maritime Surface 
Warfare
Distribution Restricted

15 FEB 16
ATP 3-04.18
MCRP 3-25J 
NTTP 3-20.8
AFTTP 3-2.74

Description:  This publication consolidates Service doctrine, 
TTP, and lessons-learned from current operations and exer-
cises to maximize the effectiveness of air attacks on enemy 
surface vessels.
Status:  Revision

AVIATION URBAN OPERATIONS
Multi-Service Tactics, Techniques, and Proce-
dures for Aviation Urban Operations
Distribution Restricted

27 APR 16
ATP 3-06.1
MCRP 3-35.3A
NTTP 3-01.04
AFTTP 3-2.29

Description:  This publication provides MTTP for tactical-lev-
el planning and execution of fixed- and rotary-wing aviation 
urban operations.
Status:  Current

DYNAMIC TARGETING
Multi-Service Tactics, Techniques, and Proce-
dures for Dynamic Targeting
Distribution Restricted

10 SEP 15
ATP 3-60.1
MCRP 3-16D
NTTP 3-60.1
AFTTP 3-2.3

Description:  This publication provides the JFC, operational 
staff, and components MTTP to coordinate, de-conflict, syn-
chronize, and prosecute dynamic targets in any AOR. It in-
cludes lessons learned, and multinational and other govern-
ment agency considerations.
Status:  Revision

FIGHTER INTEGRATION
Multi-Service Tactics, Techniques, and Proce-
dures for Fighter Integration
Classified SECRET

16 JUN 17
MCRP 3-20.7
NTTP 3-22.6
AFTTP 3-2.89

Description:  This publication is a single-source set of inte-
gration standards intended to enhance commonality when 
operating with multiple-mission design series or type, model, 
and series fighter aircraft during an air-to-air mission. It es-
tablishes baseline intercept contracts with the associated 
communications plan.
Status:  Revision

IADS Change 1
Multi-Service Tactics, Techniques, and Proce-
dures for an Integrated Air Defense System
Distribution Restricted

9 SEP 14
Change 1 

incorporated 
5 NOV 15

ATP 3-01.15
MCRP 3-25E
NTTP 3-01.8
AFTTP 3-2.31

Description:  This publication provides joint planners with 
a consolidated reference on Service air defense systems, 
processes, and structures to include integration procedures. 
Status:  Revision

JFIRE
Multi-Service Procedures for the Joint Ap-
plication of Firepower 
Distribution Restricted

21 JAN 16
ATP 3-09.32
MCRP 3-16.6A
NTTP 3-09.2
AFTTP 3-2.6

Description:  This is a pocket sized guide of procedures for 
calls for fire, CAS, and naval gunfire. It provides tactics for 
joint operations between attack helicopters and fixed-wing 
aircraft performing integrated battlefield operations.
Status:  Revision

JSEAD
Multi-Service Tactics, Techniques, and 
Procedures for the Suppression of Enemy Air 
Defenses in a Joint Environment
Distribution Restricted

15 DEC 15
ATP 3-01.4
MCRP 3-22.2A
NTTP 3-01.42
AFTTP 3-2.28

Description:  This publication contributes to Service interop-
erability by providing the JTF and subordinate commanders, 
their staffs, and SEAD operators a single reference.
Status:  Revision

KILL BOX
Multi-Service Tactics, Techniques, and Proce-
dures for Kill Box Employment
Distribution Restricted

18 JUN 18
ATP 3-09.34
MCRP 3-31.4
NTTP 3-09.2.1
AFTTP 3-2.59

Description:  This MTTP publication outlines multi-Service 
kill box planning procedures, coordination requirements, em-
ployment methods, and C2 responsibilities.
Status:  Current

PR
Multi-Service Tactics, Techniques, and Proce-
dures for Personnel Recovery 
Distribution Restricted

4 JUN 18
ATP 3-50.10
MCRP 3-05.3
NTTP 3-57.6
AFTTP 3-2.90

Description:  This MTTP publication for personnel recovery 
(PR) is a single source, descriptive reference guide for staffs 
and planners executing the military option of personnel re-
covery using joint capabilities.
Status:  Current

SCAR
Multi-Service Tactics, Techniques, and Pro-
cedures for Strike Coordination and Recon-
naissance 
Distribution Restricted

31 JAN 18
ATP 3-60.2
MCRP 3-20D.1
NTTP 3-03.4.3
AFTTP 3-2.72

Description:  This publication provides strike coordination 
and reconnaissance MTTP to the military Services for con-
ducting air interdiction against targets of opportunity.
Status:  Current

SURVIVAL, EVASION, AND RECOVERY
Multi-Service Procedures for Survival, 
Evasion, and Recovery
Distribution Restricted

11 SEP 12
ATP 3-50.3 
MCRP 3-02H 
NTTP 3-50.3
AFTTP 3-2.26

Description:  This is a weather-proof, pocket-sized, quick ref-
erence guide of basic information to assist Service members 
in a survival situation regardless of geographic location.
Status:  Revision

UAS
Multi-Service Tactics, Techniques, and Proce-
dures for Tactical Employment of Unmanned 
Aircraft Systems
Distribution Restricted

22 JAN 15
ATP 3-04.64
MCRP 3-42.1A
NTTP 3-55.14
AFTTP 3-2.64

Description:  This publication establishes MTTP for UAS by 
addressing tactical and operational considerations, system 
capabilities, payloads, mission planning, logistics, and  multi-
Service execution.
Status:  FY19 Rescind Approved
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TITLE DATE PUB # DESCRIPTION/STATUS

ADVISING
Multi-Service Tactics, Techniques, and Proce-
dures for Advising Foreign Forces
Distribution Restricted

13 NOV 17
ATP 3-07.10
MCRP 3-33.8A
NTTP 3-07.5
AFTTP 3-2.76

Description:  This publication discusses how advising fits into 
security assistance/security cooperation and provides defini-
tions for specific terms as well as listing several examples to 
facilitate the advising process.
Status:  Current

AIRFIELD OPENING
Multi-Service Tactics, Techniques, and Proce-
dures for Airfield Opening  
Approved for Public Release

27 OCT 18
ATP 3-17.2
MCRP 3-20B.1
NTTP 3-02.18
AFTTP 3-2.68

Description:  This publication provides guidance for opera-
tional commanders and staffs on opening and transferring an 
airfield. It contains information on service capabilities, plan-
ning considerations, airfield assessment, and establishing 
operations in all operational environments.
Status:  Current

BIOMETRICS
Multi-Service Tactics, techniques, and Proce-
dures for Tactical Employment of Biometrics 
in Support of Operations
Approved for Public Release

6 MAY 16

ATP 2-22.85
MCRP 3-33.1J
NTTP 3-07.16
AFTTP 3-2.85
CGTTP 3-93.6

Description:  Fundamental TTP for biometrics collection 
planning, integration, and employment at the tactical level in 
support of operations is provided in this publication.
Status:  Revision

CF-SOF
Multi-Service Tactics, Techniques, and Pro-
cedures for Conventional Forces and Special 
Operations Forces Integration and Interoper-
ability
Distribution Restricted

4 APR 18

FM  6-05
MCWP 3-36.1
NTTP 3-05.19
AFTTP 3-2.73
USSOCOM Pub  
3-33

Description:  This is a comprehensive reference for com-
manders and staffs at the operational and tactical levels with 
standardized techniques and procedures to assist in planning 
and executing operations requiring synchronization between 
CF and SOF occupying the same area of operation.
Status:  Current

DEFENSE SUPPORT OF CIVIL AUTHOR-
ITIES (DSCA)
Multi-Service Tactics, Techniques, and Proce-
dures for Defense Suport of Civil Authorities
Approved for Public Release

25 SEP 15
ATP 3-28.1
MCWP 3-36.2
NTTP 3-57.2
AFTTP 3-2.67

Description:  DSCA sets forth MTTP at the tactical level to as-
sist the military planner, commander, and individual Service 
forces in the employment of military resources in response to 
domestic emergencies in accordance with US law.
Status:  Revision

EO
Multi-Service Tactics, Techniques, and Pro-
cedures  for Unexploded Explosive Ordnance 
Operations
Distribution Restricted

15 JUL 15
ATP 4-32.2
MCRP 3-17.2B
NTTP 3-02.4.1
AFTTP 3-2.12

Description:  This publication provides commanders and their 
units guidelines and strategies for planning and operating in 
an explosive ordnance environment while minimizing the im-
pact of explosive ordnance on friendly operations. 
Status:  Revision

MILITARY DIVING OPERATIONS (MDO)
Multi-Service Service Tactics, Techniques, 
and Procedures for Military Diving Operations
Approved for Public Release

2 JAN 19

ATP 3-34.84
MCRP 3-10.2
NTTP 3-07.7
AFTTP 3-2.75
CGTTP 3-95.17

Description:  This publication is a single source, descriptive 
reference guide to ensure effective planning and integration 
of multi-Service diving operations. It provides combatant 
command, joint force, joint task force, and operational staffs 
with a comprehensive resource for planning military diving 
operations, including considerations for each Service’s capa-
bilities, limitations, and employment.
Status:  Current

NONLETHAL WEAPONS (NLW)
Multi-Service Service Tactics, Techniques, 
and Procedures for the Tactical Employment 
of Nonlethal Weapons
Distribution Restricted

13 FEB 15

ATP 3-22.40
MCWP 3-15.8
NTTP 3-07.3.2
AFTTP 3-2.45
CGTTP 3-93.2

Description:  This publication provides a single-source, consoli-
dated reference on employing nonlethal weapons. Its intent is 
to make commanders and subordinates aware of using nonle-
thal weapons in a range of scenarios including security, stability, 
crowd control, determination of intent, and situations requiring 
the use of force just short of lethal.
Status:  Revision

OP ASSESSMENT
Multi-Service Tactics, Techniques, and Proce-
dures for Operation Assesment
Approved for Public Release

18 AUG 15
ATP 5-0.3
MCRP 5-1C
NTTP 5-01.3
AFTTP 3-2.87

Description:  This publication serves as a commander and 
staff guide for integrating assessments into the planning and 
operations processes for operations conducted at any point 
along the range of military operations.
Status:  Revision

PEACE OPS
Multi-Service Tactics, Techniques, and Proce-
dures for Conducting Peace Operations
Approved for Public Release

1 NOV 14
ATP 3-07.31
MCWP 3-33.8
AFTTP 3-2.40

Description:  This publication offers a basic understanding of 
joint and multinational PO, an overview of the nature and fun-
damentals of PO, and detailed discussion of selected military 
tasks associated with PO. 
Status:  Revision

TACTICAL CONVOY OPERATIONS
Multi-Service Tactics, Techniques, and Proce-
dures for Tactical Convoy Operations
Distribution Restricted

22 FEB 17
ATP 4-01.45
MCRP 3-40F.7
AFTTP 3-2.58

Description:  This is a quick-reference guide for convoy com-
manders operating in support of units tasked with sustain-
ment operations. It includes TTP for troop leading proce-
dures, gun truck employment, IEDs, and battle drills.
Status:  Project Assessment
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COMMAND AND CONTROL (C2), CYBER AND SPACE BRANCH - POC: alsaC@us.af.mil
TITLE DATE PUB # DESCRIPTION/STATUS

AIRSPACE CONTROL
Multi-Service Tactics, Techniques, and Proce-
dures for Airspace Control
Distribution Restricted

09 APR 15
ATP 3-52.1
MCWP 3-25.13
NTTP 3-56.4
AFTTP 3-2.78

Description:  This MTTP publication is a tactical-level docu-
ment which synchronizes and integrates airspace C2 func-
tions and serves as a single-source reference for planners 
and commanders at all levels.
Status:  Revision

AIR-TO-SURFACE RADAR SYSTEM EM-
PLOYMENT
Multi-Service Tactics, Techniques, and 
Procedures for Air-to-Surface Radar System 
Employment
Distribution Restricted

10 NOV 15
ATP 3-55.6
MCRP 2-24A 
NTTP 3-55.13
AFTTP 3-2.2

Description:  This publication covers theater-level, air-to-
surface radar systems and discusses system capabilities 
and limitations performing airborne command and control; 
wide area surveillance for near-real-time targeting and target 
development; and processing, exploiting, and disseminating 
collected target data
Status:  Revision

BREVITY
Multi-Service Brevity Codes
Distribution Restricted

20 JUN 18
ATP 1-02.1
MCRP 3-30B.1
NTTP 6-02.1
AFTTP 3-2.5

Description:  This publication defines multi-Service brevity 
which standardizes air-to-air, air-to-surface, surface-to-air, 
and surface-to-surface brevity code words in multi-Service 
operations.
Status:  Current

ISR OPTIMIZATION
Multi-Service Tactics, Techniques, and 
Procedures for Intelligence, Surveillance, and 
Reconnaissance Optimization
Distribution Restricted

14 APR 15
ATP 3-55.3
MCRP 2-2A
NTTP 2-01.3
AFTTP 3-2.88

Description:  This publication provides a comprehensive re-
source for planning, executing, and assessing surveillance, 
reconnaissance, and processing, exploitation, and dissemi-
nation operations. 
Status:  Revision

TACTICAL CHAT
Multi-Service Tactics, Techniques, and Proce-
dures for Internet Tactical Chat in Support of 
Operations
Distribution Restricted

24 JAN 14
ATP 6-02.73
MCRP 3-40.2B
NTTP 6-02.8
AFTTP 3-2.77

Description:  This publication provides commanders and 
their units guidelines to facilitate coordinating and integrating 
tactical chat when conducting multi-Service and joint force 
operations.
Status:  Project Assessment

TACTICAL RADIOS
Multi-Service Communications Procedures 
for Tactical Radios in a Joint Environment 
Approved for Public Release

19 MAY 17
ATP 6-02.72 
MCRP 3-30B.3
NTTP 6-02.2
AFTTP 3-2.18

Description:  This is a consolidated reference for TTP in em-
ploying, configuring, and creating radio nets for voice and 
data tactical radios. 
Status:  Revision

TAGS
Multi-Service Tactics, Techniques, and Proce-
dures for the Theater Air-Ground System
Distribution Restricted

30 JUN 14
ATP 3-52.2
MCRP 3-25F
NTTP 3-56.2
AFTTP 3-2.17

Description:  This publication promotes Service awareness 
regarding the role of airpower in support of the JFC’s cam-
paign plan, increases understanding of the air-ground sys-
tem, and provides planning considerations for conducting 
air-ground ops.
Status:  Revision
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Got a story? 
Want to tell it? 

Help us help you!
The Air Land Sea Application (ALSA) Center 

develops multi-Service tactics, techniques, and 
procedures (MTTP) with the goal of meeting the 
immediate needs of the warfighter. In addition 
to developing MTTP, ALSA provides the ALSB fo-
rum to facilitate tactically and operationally rel-
evant information exchanges among warfighters 
of all Services.

There is no better resource for information 
than the people doing the jobs. Personal experi-
ences, studies, and individual research lead to 
inspirational and educational articles. There-
fore, we invite our readers to share their experi-
ences and, possibly, have them published in an 
upcoming ALSB.

We want to take your expertise and lessons 
learned from recent operations or any other 
multi-Service or multi-nation missions in which 
you have been involved, and spread that knowl-
edge to others. Get published by sharing your 
experiences and expertise.

You are invited to use this platform to share 
your insights on topics that may not be covered 
in doctrine or address an operational gap that 
highlights emerging needs for supporting multi-
Service publications.

Please keep submissions unclassified and in 
accordance with the instructions in the require-
ments box on this page.

Air Land Sea 
Bulletin
Article 

Requirements 
and Deadlines

Submissions must:

• Be unclassified
• Be 5,000 words or less
• Be publicly releasable
• Be double spaced
• Be in MS Word format
• Include the author’s name, unit
  address, telephone numbers, and 
  email address. 
• Include current, high-resolution,
  300 dpi (minimum), original
  photographs and graphics. Pub-
  lic affairs offices can be good 
  sources for photographs or
  graphic support.

Article and photo submission deadlines 
are below. Early submissions are highly 
encouraged and appreciated.

FUTURE AIR LAND SEA BULLETINS (ALSB)

Issue Deadline Point of Contact

Summer 
2019

1 March 
2019

alsaB@us.af.mil
(757) 225-0964

Winter 
2020

1 October 
2019

alsaC@us.af.mil
(757) 225-0903

Summer 
2020

1 March
2020

alsaA@us.af.mil
(757) 225-0967
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Joint Actions 
Steering Committee

Director
Col Brian J. Gross, USAF

Deputy
COL Matthew F. Ketchum, USA

Support Staff
Cheryl Parris, Admin Support Asst
Melissa Villanueva, Budget Analyst
Leila Joyce, Office Automation Asst

Publishing Staff
Patricia Radcliffe, Editor
Laura Caswell, Illustrator

NCOIC
SSgt Steven Warner, USAF

Land
LTC James Grandy, USA 
Lt Col Tony Curtis, USAF
LTC Steve Padilla, USA
MAJ Katherine Ogletree, USA

C2/Cyber/Space
MAJ John Robertson, USA
Maj Thomas Moore, USAF

Air and Sea
Lt Col Brent Blandino, USAF
CDR Brian Solano, USN
Lt Col Steven Lawhun, USAFR
Maj Craig Pachlhofer, USAF 
Maj John Bradley, USMC
MAJ Ethan Loeffert, USA

ALSA ORGANIZATION

ALSA JOINT WORKING GROUPS

Date Publication Location Point of Contact

5-7 Mar 19 Forensics Joint Base 
Langley-Eustis, VA

Land Branch
alsaB@us.af.mil

1-5 Apr 19 J-SEAD Nellis AFB, NV Air and Sea Branch
alsaA@us.af.mil

29 Apr-3 May 19 J-SEAD NAS Fallon, NV Air and Sea Branch
alsaA@us.af.mil

7-10 May 19 TCO Joint Base 
Langley-Eustis, VA

Land Branch
alsaB@us.af.mil

7- 11 May 19 Tac Chat Joint Base 
Langley-Eustis, VA

C2, Space and Cyber Branch
alsaC@us.af.mil

Aug 19 Brevity Joint Base 
Langley-Eustis, VA

C2, Space and Cyber Branch
alsaC@us.af.mil

All Dates are Tentative

As of 1 February 2019
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ALSA’s mission is to rapidly and responsively develop 
multi-Service tactics, techniques and procedures, studies, 
and other like solutions across the entire military spectrum 
to meet the immediate needs of the warfighter.

ALSA is a joint organization governed by a Joint Actions 
Steering Committee, chartered by a memorandum of agree-
ment, under the authority of the Commanders of the United 
States Army Training and Doctrine Command, Marine Corps 
Combat Development Command, Navy Warfare Develop-
ment Command, and Headquarters, Curtis E. LeMay Center 
for Doctrine Development and Education. 

ALSA Public Website
http://www.alsa.mil

ALSA SIPR Site
https://intelshare.intelink.sgov.gov/sites/alsa

JEL+
https://jdeis.js.mil/jdeis/index.jsp?pindex=84

ALSA MISSION

VOTING JASC MEMBERS

ONLINE ACCESS TO ALSA PRODUCTS

Maj Gen Michael D. 
Rothstein

Commander, Curtis E. 
LeMay Center for 

Doctrine Development 
and Education

RADM M. A. 
Hitchcock

Commander, Navy 
Warfare 

Development 
Command

MG Douglas C.
Crissman

Director, Mission 
Command Center of 

Excellence

BGen James H. Adams

Director, Capabilities 
Development 

Directorate, Marine 
Corps Combat 

Development Command

http://www.alsa.mil 
https://intelshare.intelink.sgov.gov/sites/alsa
https://jdeis.js.mil/jdeis/index.jsp?pindex=84
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