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with rapidly changing technology. The author 
encourages Service professionals to continue 
adapting their thinking and finding efficient 
and effective ways to defeat the nation’s ad-
versaries while operating in the gap between 
peace and war.

The third article, “Leveraging New Tech-
nology and Creative Development to Enhance 
Air Defense”, is by Maj Peter Hickman and 
Captain Greg Elliot, USAF, and reminds the 
joint force of the need to embrace new tech-
nologies to defeat the nation’s adversaries. To 
deliver the rapid change needed for success in 
the 21st century, today’s warfighters need to 
become more creative than potential enemies. 
For air defense missions, this means embrac-
ing new equipment and moving beyond long-
established, institutional comfort zones.

The fourth article, “Achieving Knowledge 
Management (KM) Interoperability across the 
Joint Force: The Case for KM Multi-Service 
Tactics, Techniques, and Procedures (MTTP)”, 
is by Elaine LaMaster, Chief Master Sergeant, 
USAF, Retired; with contributions from the 
Department of Defense and Joint KM Work-
ing Group members. It describes KM as more 
than information technology, information 
management, and knowledge sharing. In sim-
ple terms, KM is focused on finding and fixing 
gaps or disconnects between people, process-
es, and tools. 

We invite you to seize opportunities to rep-
resent your Service and the joint community 
by sharing articles to be published in future 
ALSBs and, also, participating in MTTP joint 
working groups. As we tackle the challenges 
ahead, your ideas matter now more than ever. 
Your unique perspective can spark innova-
tion for current and future joint tactics, tech-
niques, and procedures. To help shape the 
discussion and be part of the solution, go to 
www.alsa.mil and provide inputs through the 
“Contact Us” link

Brian J. Gross, Colonel, USAF
Director

Since 1975, the Air Land Sea Applica-
tion (ALSA) Center has worked to provide 
timely, relevant, and compelling doctrinal 
solutions to meet the needs of the war-
fighter. This enduring task propels the men 
and women of ALSA to improve processes, 
seek out new ideas, and navigate through 
an increasingly complex warfighting envi-
ronment.

Several new action officers joined the 
ALSA organization, while others departed 
for new assignments.

We welcome LTC John Newman, United 
States Army (USA); MAJ Erik Jorgensen, 
USA; Lt Col Nathan Owen United States Air 
Force (USAF); and Lt Col William McTer-
nan (USAF) to the multi-Service team. 

We say farewell to LTC Steve Padilla,  
and LTC Kate Ogletree, USA. LTC Padilla 
is assigned as the Field Artillery Officer 
on the Joint Deployable Analytics Team at 
Joint Staff (JS) J6 and is stationed at Eglin 
Air Force Base, Florida. LTC Ogletree is as-
signed to JS 26, Collection Management, 
and is stationed at the Defense Intelligence 
Agency Headquarters at Joint Base Ana-
costia-Bolling, Washington, DC. We wish 
these officers the best of luck as they face 
challenges in their new assignments.

The Air Land Sea Bulletin (ALSB) is one 
of the tools ALSA staff members use to con-
vey innovative thoughts and ideas collect-
ed from the Services. The following articles 
capturing that innovation, ranging from 
developing a new multi-Service publication 
to leveraging new technologies.

The first article is “Forensics in Sup-
port of Military Operations,” by Mr. Bob 
Cosgrove, LTC, USA, Retired. This article 
showcases how battlefield forensics can be 
a force multiplier for Service components 
by identifying threat networks and denying 
the threat’s anonymity. It is an enduring 
capability commanders may continue em-
ploying in multi domain operations. 

The second article is “Reframing Home-
land Defense through a Defense Support 
of Civil Authorities Lens”, by LTC Mat-
thew Giblin, USA. This article discusses an 
evolving threat to the United States along 
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FORENSICS IN SUPPORT OF MILITARY OPERATIONS

By LTC Bob Cosgrove (USA, RET)
 In the coming year, the Air Land 
Sea Application (ALSA) Center hopes 
to publish a new multi-service tactics, 
techniques, and procedures (MTTP) 
publication on expeditionary foren-
sics. The Forensics MTTP will serve 
as a single source, descriptive guide 
for tactical-level commanders, staffs, 
and operators to support planning, in-
tegrating, and employing expedition-
ary forensic capabilities in support of 
military operations. Also, the MTTP will 
serve as another chapter in the essen-
tial, yet often overlooked, role of foren-
sics in military operations.

FORENSICS IN THE UNITED STATES 
(US) MILITARY
 Many Service members are not 
aware the US military has a long his-
tory of using forensic science to sup-
port its information and operational 
requirements. When they hear forensic 

science, they often associate the term 
with the law enforcement and medical 
fields where it has made revolution-
ary and significant impacts. Military 
criminal investigators have used foren-
sic science to link criminal offenders 
to their crimes since the early 1940s. 
According to the official website of the 
Military Health System, military medi-
cal professionals have used forensics 
to identify infectious diseases, inform 
autopsy findings, and confirm the 
identities of fallen Service members.

 Over the years, the joint force 
has broadened its application of foren-
sics as the sciences and technologies 
behind the capabilities evolved and 
new forensic disciplines emerged. The 
joint force has relied heavily upon fo-
rensics engineering to understand the 
design and capabilities of captured en-
emy systems (e.g., aircraft or vehicles). 
Digital forensics has enabled criminal 

investigators and intelligence analysts 
to identify and investigate threats, 
crimes, and other nefarious activities 
occurring in cyberspace.

 The campaigns in Iraq and Af-
ghanistan brought forensics to the 
forefront as an essential battlefield ca-
pability in countering irregular threat 
networks. The nature of how irregular 
threat networks organized and operat-
ed drew logical comparisons to crimi-
nal networks. Many innovative leaders 
recognized the similarities between ir-
regular threats and criminal networks 
and began employing capabilities of-
ten used by law enforcement (such as 
forensics and criminal intelligence) to 
investigate gangs and organized crime 
and target irregular threat networks. 
Battlefield successes followed almost 
immediately.

 US conventional and special 
operations units have relied upon fo-
rensics to enhance their effectiveness 
in identifying, understanding, char-
acterizing, and targeting terrorist, in-
surgent, and transnational criminal 
networks. Latent fingerprint and de-
oxyribonucleic acid (DNA) collection 
and analysis enabled forces to posi-
tively identify, target, and prosecute 
threat actors and networks responsible 
for attacks against friendly forces and 
civilian populations. The forensic disci-
plines of firearms and tool marks, en-
gineering, and chemistry enabled US 
personnel to have an understanding 
of how irregular threat networks con-
structed and employed improvised ex-
plosive devices (IEDs). Building foren-
sic databases provided friendly forces 
and mission partners a wealth of intel-
ligence to enable tracking equipment 
and materials used in constructing 
IEDs and other threat systems back to 
their countries of origin.

 The outcomes enabled by foren-
sics, in recent campaigns, have been 
significant. Forensic threat technolo-
gies analysis have informed the devel-
opment of effective countermeasures 
and contributed to the development of 
new equipment with enhanced protec-

tion qualities. These enhanced protec-
tion qualities have reduced the effec-
tiveness of threat attacks and reduced 
causalities among joint force Service 
members. Forensic identification of 
threat actors has enabled improved 
force protection, preventing these indi-
viduals from accessing US and coali-
tion partner forward operating bases 
and mitigating hostile acts. Equally 
important has been the joint forces’ 
ability to use forensic results to deny 
threat actors their anonymity and im-
punity from their crimes; critical fac-
tors irregular threats require to move in 
proximity to friendly forces and achieve 
their desired effects and outcomes.

MILITARY PROBLEM
 While forensics directly contrib-
uted to joint forces’ successes against 
irregular threat networks, problems 
arose, nonetheless, that hindered joint 
forces’ from achieving forensics’ true 
potential on the battlefield. Though 
commonality in capabilities and tac-
tics, techniques, and procedures (TTP) 
existed, in some instances, between 
Services within specific theaters of op-
eration, the joint force lacked an over-
all common operational framework and 
TTP standardization for conducting the 
six forensics functions: recognize, pre-
serve, collect, analyze, store, and share 
across the force.

 The lack of a common framework 
and standardization in TTP became 
apparent when theater commands re-
quired one Service to provide forensic 
laboratory support on an area support 
basis for multiple Services operating 
within the same area of operation.

 Unlike criminal investigators and 
other law enforcement personnel, tacti-
cal-level operators rarely received formal, 
institutional training on how to properly 
recognize, preserve, and collect materi-
als with potential forensic value. Items 
of interest were sometimes overlooked by 
operators and, therefore, not collected for 
forensic analysis. Forensic technicians 
received collected samples that, often, 
were contaminated or damaged. Some 

The campaigns 
in Iraq and Af-
ghanistan brought 
forensics to the 
forefront as an 
essential battle-
field capability in 
countering irregu-
lar threat net-
works. 

An unidentified Arizona National Guardsman collects forensic site information during the United States Army Military Police (MP) School’s MP 
Competitive Challenge, September 18, 2017. (Photo by CPT Aaron Thacker, AZNG)
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samples were destroyed, albeit inadver-
tently, during collection or transfer to the 
forensic labs. The chain-of-custody was 
neither properly documented (if done at 
all) nor maintained from the time the op-
erators collected the items of interest to 
the time the forensic lab received them. 
Planning considerations varied from unit 
to unit depending on the unit’s experi-
ence, training, and available equipment 
needed to support forensics operations. 
Differences in laboratory procedures, re-
porting formats, and storage and shar-
ing procedures resulted in additional 
challenges for forces. The absence of 
standardized TTP contributed to a lack 
of interoperability, lost opportunities, 
and excessive and unnecessary time de-
lays that inhibited commanders from ex-
ploiting time-sensitive opportunities and 
maintaining the initiative against the 
threats. In extreme cases, host-nation 
judicial authorities freed threat actors 
due to discrepancies in forensics evi-
dence presented at their criminal trials.

TAKING A TEAM-APPROACH TO 
SOLVING THE MILITARY PROBLEM
 In response to these recurring 
problems and challenges, the Joint 
Staff initiated a Capabilities-based As-
sessment (CbA) to clearly identify the 
joint force’s requirements for expedi-
tionary forensics. The CbA would be 
used to document and describe gaps 
across the doctrine, organization, 
training, materiel, leadership and edu-
cation, personnel, facilities, and policy 
domains contributing to the problems 
and find solutions to address the gaps. 
Subject matter experts (SMEs), from 
the Army, Marine Corps, Navy, Air 
Force, and Coast Guard and the Spe-
cial Operations Command (SOCOM), 
united for a series of workshops (over a 
12-month period) to conduct the CbA.  

 The SMEs documented and vali-
dated 120 capability gaps during the 
assessment. They concluded that the 
joint force’s lack of doctrine on expe-
ditionary forensics was a contributing 

factor to 63 of the 120 gaps. The SMEs 
recommended publishing an MTTP for 
expeditionary forensics, among the 16 
nonmateriel solutions they presented 
to mitigate the gaps. The Joint Staff ap-
proved all the nonmateriel solutions, in 
April 2015, including the requirement 
for a Forensic MTTP.

THE FORENSIC MTTP
 SMEs from across the Servic-
es and SOCOM recently converged at 
the ALSA Center at Joint Base Lang-
ley-Eustis to develop the Forensics 
MTTP. SMEs consisted of operators, 
intelligence analysts, law enforcement 
agents, explosive ordnance disposal 
experts, and forensic experts. After two 
joint working group sessions, the team 
of SMEs produced a draft MTTP, which 
recently entered the world-wide review 
process.

 The MTTP addresses many of 
the doctrine gaps identified during the 
CbA. It provides tactical-level com-
manders, staffs, and operators with 

TTP they can employ to support a wide 
range of military requirements. The 
TTP are designed to complement, and 
not conflict with, either Service- or the-
ater-specific requirements for forensics 
operations. Currently, the draft MTTP’s 
content includes:

1. An overview of forensics and the 
types of operations it supports, its 
functions, and a brief description 
of the forensic disciplines.

2. TTP for units to conduct on-site 
activities and recognize materials 
of forensic interest.

3. An overview of common terms, 
considerations for preserving and 
collecting materials, and post-
packaging actions.

4. An overview of the analyze func-
tion at the tactical, operational, 
and strategic-levels.

5. TTP and considerations for stor-
ing materials and information 
and for sharing information.

6. An overview of forensic capabili-

The absence of 
standardized TTP 
contributed to a 
lack of interoper-
ability, lost op-
portunities, and 
excessive and 
unnecessary time 
delays ...

The TTP are de-
signed to comple-
ment, and not 
conflict with, 
either Service- or 
theater-specific 
requirements for 
forensics opera-
tions.

At Crime Scene Investigation Camp Leatherneck, unidentified frontline forensics team members work toward solving weapons-related myster-
ies in Helmand Province, Afghanistan, August 7, 2011. (Photo by Petty Officer 2nd Class Matthew Snodgrass, USN)

Erin Cook, Defense Forensic Science Center DNA analyst, pipettes DNA samples at the Afghanistan Captured Material Exploitation Labora-
tory at Bagram Airfield, Afghanistan, January 3, 2019. (Photo by SrA Kaylee Dubois, USAF)
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Assets are tasked 
in an ATO cycle 
that does not 
effectively mesh 
with a division’s 
military decision-
making process

ties and laboratories from each 
Service and theater.

7. Planning, collection, and search 
considerations, methods, and 
guidelines.

8. An overview of tactical, operation-
al, and strategic resources from 
across the Services, Department 
of Defense, and interagency part-
ners to support forensic analysis 
of collected materials.

THE WAY FORWARD
 The MTTP is expected to be pub-
lished in late 2019 or early 2020. The 
MTTP publication will be a significant 
step forward in addressing known ca-
pability gaps and for enhancing tac-
tical-level units’ effectiveness in con-
ducting forensics operations across 
the range of military operations. Just 
as important to its publication are 
the revisions the MTTP will eventually 
require as the joint force’s forensics 
community of practice collects and in-
corporates lessons learned and best-
practices from across the Services over 
the coming years. 

 As demonstrated by the US mili-
tary for well over 100 years, forensics will 
continue to be a mission-essential capa-
bility for joint forces well into the future. 
The MTTP ensures US Service members 
employ the capabilities to their full po-
tential in support of their information 
and operational requirements.

United States Army LTC (Retired) 
Cosgrove works at the US Army Mili-
tary Police School. His article was 
written in collaboration with, and 
on behalf of, the Defense Foren-
sics Biometrics Agency (DFBA). The 
DFBA carries out the Department 
of Defense Executive Agent respon-
sibilities assigned to the Secretary 
of the Army for Forensics and Bio-
metrics developing enterprise po-
lices, plans, and doctrine. It repre-
sents US interests in international 
programs development, information 
sharing agreements, and standards; 
and participates in key interagency 
relationships to detect threats as far 
from the homeland as possible.

Unidentified troops from the 101st Airborne Division gather clues in a mock torture chamber during the Forensic Material Collection and Ex-
ploitation Course at Fort Campbell, Kentucky March 11, 2010. (Photo by Specialist Richard Daniels, Jr. USA)

The problem DOD 
faces is, the threat 
to the homeland 
has changed 
drastically over 
the years and the 
military cannot 
address it alone.

By LTC Matthew Giblin, USA
 It is past time for the Depart-
ment of Defense (DOD) to rethink the 
HD mission. The military must adopt 
the same civilian partnership mental-
ity that has succeeded for DSCA mis-
sions to detect and defeat the nation’s 
adversaries in all domains. The home-
land is held at great risk by unconven-
tional threats capable of a strategic im-
pact. Mercenary forces, cyber warriors, 
space assets, and multiple advanced 
technologies threaten American free-
doms and foundational values. The 
problem DOD faces is, the threat to the 
homeland has changed drastically over 
the years and the military cannot ad-
dress it alone.

 The United States (US) must ad-
dress the current threat with all instru-

ments of power and push the “whole of 
nation” response from a buzzword to 
an operationalized and practiced con-
cept complete with all the authorities, 
plans, and budget necessary to ensure 
the HD mission is efficient and effec-
tive. The same approach and frame-
work that proves effective for the mili-
tary response to catastrophic disasters 
serves as a model to address the evolv-
ing threat to the homeland.

 The most operationalized ver-
sion of a whole-of-nation effort, involv-
ing DOD, is through the DSCA mis-
sion. Through the past years of waning 
risk of conventional conflict, DOD has 
proven its multifunctional capacity 
by supporting civil authorities in the 
homeland. Any local community, state, 
tribe, or territory in the US, that under-

REFRAMING HOMELAND DEFENSE (HD) 
THROUGH A DEFENSE SUPPORT OF CIVIL

 AUTHORITIES (DSCA) LENS

Unidentified Airmen from the 104th Fighter Wing Fatality Search and Recovery Team participate in Vigilant Guard 19-1, a full-scale civil-
military exercise hosted by the Massachusetts National Guard, with 46 federal, state, local, and civilian organizations November 6, 2018 in 
Charlemont, Massachusetts. (Photo by Airman 1st Class Randall Burlingame)
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goes unfortunate circumstances (such 
as being effected by the 2017 hurri-
cane season or a potential nuclear de-
vice exploding in a major city), has the 
confidence that the military will come 
to its rescue. 

 The US military has gained 
a comfort level with the DSCA mis-
sion set and has increased key skills 
within the homeland that are vital to 
HD success. Partnering with civilians 
to accomplish objectives, with a sense 
of unity, is not an easy task. DOD has 
learned a lot about working with, and 
through, civilian organizations. That 
has key implications for addressing the 
current threat to the homeland.

The following are key lessons from 
DSCA that apply to HD.

 1. DOD may not be in charge. 
When a catastrophic disaster strikes 
the US, there are clear authorities and 
established assistance request chan-
nels to direct DSCA. There is no obvi-

ous trigger to call out the military dur-
ing a masked attack on the homeland, 
such as a cyberattack. An attack on 
the homeland that remains below the 
level of armed conflict, yet still is a risk 
to US sovereignty and fundamentals, is 
not as clear. 

 Many of the advanced threats to 
the nation do not elicit a military re-
sponse. The line between peace and 
war is blurred, and incursions of US 
sovereignty are ubiquitous. Further 
complicating a military response, is the 
fact that most of the advanced technol-
ogy that makes intrusions possible are 
owned by private sector agencies. 

 Several legal and authority re-
strictions, within the homeland, limit 
the potential of many DOD capabilities 
to deter attacks. In many cases, much 
like DSCA operations, the military will 
not be in charge. If the threat to the 
homeland is not a clear danger, DOD 
may need to take a backseat while pro-
viding much needed capabilities and 

support. It behooves DOD, civilian 
agencies, and the private sector to rec-
ognize they need each other to identify, 
track, combat, and deter shadowy en-
emies operating in the homeland. Also, 
much like DSCA, they must meet and 
plan their responses regularly.

 If military personnel wait for a 
national emergency declaration to trig-
ger DOD, it is possible to wait past the 
point of defeat. In a sense, the US will 
have lost the next war before recogniz-
ing it was a war. Conflict is a constant, 
with periods of calm and intensity. War 
does not occur at an established place 
and time and the actors do not operate 
within established rules of engagement 
that set aside civilians. Financial sys-
tems, water systems, transportation, 
electricity, satellites, networks, people, 
and fundamental values are all at risk. 
How does DOD defend the homeland 
when the enemy is not onshore, not 
firing missiles, and not threatening US 
physical sovereignty?

 This DOD dilemma was high-
lighted in a recent exchange between 
the late Senator John McCain, former 
Senate Armed Services Committee 
Chairman; and Mr. Kenneth Rapuano, 
the Assistant Secretary of Defense for 
Homeland Defense and Global Secu-
rity. Mr. Rapuano testified to caution 
Congress of DOD’s role in cyber stating, 
“[T]he United States has a long norma-
tive and legal tradition limiting the role 
of the military in domestic affairs. This 
strict separation of the civilian and the 
military is one of the hallmarks of our 
democracy and was established to pro-
tect its institutions. Designating DOD 
as the lead for the domestic cyber mis-
sion risks upsetting this traditional 
civil-military balance…”

 The late Senator McCain re-
sponded, “For you to sit there and say, 
‘Well, but it’s not [the] Department of 
Defense’s responsibility’—it is; to de-
fend the nation … if you can change 
the outcome of an election, that has 
consequences far more serious than a 
physical attack. I am in fundamental 
disagreement with you about require-

ments of the Department of Defense 
to defend the fundamentals of this 
nation, which is to defend a free and 
fair election, [of] which we all know the 
Russians tried to affect the outcome. 
…it’s the Department of Defense’s job 
to defend this nation; that’s why it’s 
called the Department of Defense.”1

 This conversation highlights the 
changing nature of the threat to the 
homeland and DOD dilemma. It high-
lights the historic, limited authority 
of the military in the homeland. The 
obvious remedy is to leave civilians in 
charge while employing critical DOD 
capabilities.

 2. A dual mission for the mili-
tary, homeland and abroad, is efficient. 
DOD DSCA activities (such as cus-
toms and border protection support at 
the border, Department of Homeland 
Security (DHS) support for cyber se-
curity, and Federal Emergency Man-
agement Agency support for natural 
disasters) do not have a separate fund-
ing account. DOD uses its own training 
dollars to assist civil authorities and, 
concurrently, meets military training 
objectives while conducting the mis-
sions. The military training objectives 
(such as deploy, maneuver, communi-
cate, conduct search and rescue) are 
met while conducting DSCA. No train-
ing exercise can compare to real-life 
missions.

 The same efficiencies could be 
made in the HD missions addressing 
advanced threats. If DOD builds readi-
ness against the clear and present, 
evolving threat, it does not matter if it 
is within US boundaries or on foreign 
soil. Readiness for the threat is readi-
ness for the threat regardless of where 
it appears. Mercenary forces, terrorist 
plots, cyber hacks, unmanned-plat-
form attacks, biological attacks, and 
all other forms of advanced threat will 
occur in the homeland and in the over-
seas war fight.

 If there is anything America’s 
enemies can take away from the last 
three decades of conflict, it is this: 

Unidentified Soldiers and Airmen with the Missouri Army and Air National Guard, and civilians from Missouri Task Force 1, unload equipment 
from an Army Chinook, during disaster response exercise Vigilant Guard, at Mozingo Outdoor Education and Recreation Area in Maryville, 
Missouri, June 4, 2019. (Photo by Tech Sgt Patrick Evenson, ANG)

Further complicat-
ing a military re-
sponse, is the fact 
that most of the 
advanced technol-
ogy that makes 
intrusions pos-
sible are owned 
by private sector 
agencies. 

Conflict is a con-
stant, with peri-
ods of calm and 
intensity.

... separation of 
the civilian and 
the military is one 
of the hallmarks 
of our democracy 
and was estab-
lished to protect 
its institutions.
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 Within the home-
land, the separa-
tion of the DOD 
and DHS missions 
leads to potential 
misunderstand-
ings, capability 
gaps, and unsyn-
chronized execu-
tion ...

challenging the US through an Ameri-
can way of war is not a good option. 
Challenging the US through drawn-out 
insurgency, proxy forces, information 
warfare, and shadowy domains is a 
much easier path to defeating the US. 
DOD’s number one priority is readi-
ness. The question the US must pon-
der is: ready for what?

 The US has a perfect record 
of being wrong when guessing what 
warfare will look like in the next war. 
While building advanced, conventional 
threats to meet what might be the next 
war, the homeland is at risk. There is 
a good probability that the threats that 
hold the homeland at risk today are the 
same threats that hold our military at 
risk in the next war. Additionally, work-
ing through partnering and networking 
skills to address the future threat were 
skills needed in the last war, and will 
most certainly be needed in the next 
war. While the US spends exorbitant 
amounts of money in building tradi-
tional military readiness, the rest of 
the world is taking the easier, and less 
risky, path short of armed conflict. The 
defense budget continues to soar while 
the record of military fiascos continues 
to rise. America’s overseas conflicts 
and homeland threats must be ad-
dressed with a DSCA-like framework 
that works toward increased security, 
not increased instability. The same is 
necessary for the traditional war.

 General Anthony Zinni (United 
States Marine Corps, Ret), a DOD se-
nior leader who led through the tran-
sition from the clear-cut Cold War 
threat to the current age of globaliza-
tion, said: “What do we do in Govern-
ment? Well, we have a problem… add 
another level of bloated bureaucracy.”2  

The threat to the homeland changed, 
so we added a new department; the 
DHS. The threat overseas changed, so 
we added the State Department’s Of-
fice of the Coordinator for Reconstruc-
tion and Stabilization, interagency 
coordination groups, civil-military op-
erations centers, and interagency staff 
sections (J9s). These organizations are 

attempts to address the problem but 
they all have no bill payer and, there-
fore, are grossly underfunded. 

 For DSCA operations, civilian 
agencies identified gaps and looked to 
an existing organization to fill them, 
while gaining a training benefit. Con-
gress approved a Fiscal Year 2019 de-
fense budget of 716 billion dollars, and 
the primary mission of the DOD is de-
fense of the homeland. Despite, the US 
having the DHS to combat risks to the 
homeland, the homeland is still at risk. 
How is that possible? Within the home-
land, the separation of the DOD and 
DHS missions leads to potential mis-
understandings, capability gaps, and 
unsynchronized execution; especially, 
since the two are responsible for the 
same space and the threat operates 
in the space between the two organi-
zations’ responsibilities. It appears to 
be much like the security situation in 
Iraq that begged the questions: Is that 
nefarious actor a criminal or a combat-
ant? Is homeland security responsible 
for that threat to the homeland or is 
DOD?

 DOD doctrine for HD has 
changed along with the changing se-
curity environment; however, there is 
room for growth. DOD no longer con-
siders HD something that occurs only 
within the nation’s borders. The doc-
trine of “active, layered defense” means 
DOD will deter and defeat aggression 
toward the US overseas as well as 
within the homeland.3 DOD is moving 
in the right direction with homeland 
defense doctrine but there is one more 
important step to deal with: that is the 
current risk to the homeland. DOD 
must develop agreements and a frame-
work, much like those that exist with 
DSCA, to ensure civilian partners are 
armed with the tools, intelligence, and 
plans to keep the homeland safe. 

 A DSCA concept has the dual-
status commander and federal coor-
dinating officer serving as facilitators 
between federal and state authorities. 
A similar concept may be in order for 
threats to the homeland. The military 

Services, and each of their compo-
nents, continue to grow force structure 
and capabilities to meet the technologi-
cal threats to the homeland (such as 
a space force, cyber teams, and artifi-
cial intelligence research). Now the US 
Government must ensure these capa-
bilities have the partnerships, authori-
ties, plans, and supporting exercises to 
make certain the capabilities are able 
to react to threats within the home-
land. Defense of the homeland is no 
longer about just a physical boundary 
that will trigger a military HD response.

 3. A “whole of nation” effort is 
critical, within the homeland, to ad-
dress the threat. Risks to the nation 
no longer consist of only traditional 
threats (i.e., nuclear missiles, bomber 
aircraft, and conventional military in-
vasions). Just as General John E. Hy-
ten, United States Air Force stated in 
his February 2019 testimony to Con-
gress, “…the strategic deterrence of the 
21st Century is wholly different than it 

was in the 20th Century. It’s not just 
about nuclear weapons, it’s multi-polar 
now… you have to worry about all the 
domains; you have to worry about nu-
clear, space, cyber, and conventional.” 

 The current threat does not 
have to cross a border or overcome a 
barrier. The threat may be a nation 
state, a proxy of a nation, or indepen-
dent actors. The threat is here in the 
homeland, among the population, and 
within networks; and it sometimes 
has anonymity. This is the new point 
of entry for the enemies of this nation 
and they do not cross the threshold of 
armed conflict. In a September 2018 
speech, the Secretary of Homeland 
Security Kirstjen Nielsen, stated, “the 
pace of innovation, our hyperconnec-
tivity, and our digital dependence have 
opened cracks in our defenses, creat-
ing new opportunities and new vectors 
through which these nefarious actors 
can strike us”.4 These actors are not 
conventional military forces and the 

Soldiers of the 2nd Platoon, 68th Engineer Construction Co., based in Fort Hood, Texas, conduct simulated, urban search and rescue opera-
tions in an area with a chemical, biological, radiological, or nuclear contamination in Muscatacuck Urban Training Center as part of Guardian 
Response 19, May 4, 2019. (Photo by Sgt Phillip Scaringi, USA)

The threat is here 
in the homeland, 
among the popu-
lation, and within 
networks; and it 
sometimes has 
anonymity.



ALSB 2019-2 ALSB 2019-214 15

cracks that exist are within private 
sector, state, territory, and local gov-
ernment-owned infrastructure.

 In today’s security environment, 
leaders (from the President to the most 
senior DOD leadership) are refocusing 
the Armed Forces on the priority of HD. 
However, the current threat cannot be 
addressed with military forces alone, 
solely focused on HD. DOD defines HD 
as “the protection of US sovereignty, ter-
ritory, domestic population, and critical 
infrastructure against external threats 
and aggression or other threats, as di-
rected by the President of the United 
States”.5 There is a lot of room, in this 
definition, to broaden the DOD hori-
zon. However, additional military tech-
nology, additional organizational lay-
ers, and inflated military budgets will 
not address all that is involved in HD, 
given the widespread threat. The HD 
definition must include civilian agen-
cies and the private sector as founda-
tional elements, much like DSCA. For 
DSCA, the US has developed the Na-
tional Response Framework as a strat-
egy to coordinate a holistic response. 
During DSCA operations, civilian lead-
ers at the local, state, and tribal levels 
leverage unique DOD capabilities, the 
civilian workforce, and the private sec-
tor to minimize loss of life and prevent 
suffering after a disaster. This syn-
chronization is exercised and executed 
in real-world disasters regularly. The 
nation must have a similar strategy for 
the homeland, which should include a 
smart mixture of military and civilian 
authorities and capabilities.

 The three DSCA lessons identi-
fied herein are a start to building an 
HD that addresses the entirety of the 
evolving threat. Prioritizing HD ap-
pears to be a binary choice over DSCA. 
However, in today’s security environ-
ment, this is not a choice, but a blend 
of the two missions. The lessons DOD 
has learned from DSCA apply to the 
unconventional, evolving threats to the 
homeland. Much like natural disasters, 
the current threat to the homeland is 
heavily weighted in civilian infrastruc-

ture. Although the military has limited 
authority and strict legal guidelines 
within the US, it still has a very large 
budget and a huge capacity to address 
lethal and nonlethal threats. 

 Adversaries of the US have got-
ten smart and are aware that a con-
ventional military fight is not the easi-
est path to defeating the US. There is a 
much cheaper, and less risky, option 
that provides anonymity behind ad-
vanced technologies and proxy forces. 
While the US adds organizations, the 
enemy operates between these newly-
formed organization’s responsibilities. 
This style of warfare applies at home 
and overseas.

 DOD has the opportunity to de-
fend the homeland, address the threat 
gaps, and concurrently train for the 
overseas fight. The alternative is to 
continue to build organizations to ad-
dress all the new threats, while the 
DOD holds on, dearly and aimlessly, 
to the next major force-on-force war 
within the confines of the American 
way of warfare. The DSCA framework 
offers the efficiency and effectiveness 
that embodies a whole-of-nation effort 
and provides the capacity to confront 
America’s enemies in all domains.

LTC Matt Giblin is a National Guard 
officer serving as a joint planner at 
the North American Aerospace De-
fense Command and United States 
Northern Command. His primary 
responsibilities are DSCA strategy, 
doctrine, and policy. 
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Emerging un-
manned aircraft 
systems (UASs), 
advanced cruise 
missiles, and 
hypersonic weap-
ons threats com-
bine to create a 
battlespace that 
has outpaced the 
United States Air 
Force’s (USAF’s) 
approaches to air 
defense.  

LEVERAGING NEW TECHNOLOGY AND CREATIVE 
DEVELOPMENT WILL ENHANCE AIR DEFENSE

Master Sgt Donald Pierce, 225th Air Defense Squadron air surveillance technician (second from right), answers the North American Aero-
space Defense Command and United States Northern Command Commander, Gen Terrence O’Shaughnessy’s questions during his visit to 
the Western Air Defense Sector, Joint Base Lewis-McChord, Washington on August 23, 2018. (Photo by Capt Kimberly Burke, USAF)

By Maj Peter Hickman (USAF) and 
Capt Greg Elliott (USAF)

 “Our ability to command and 
control air and space forces will be 
affected by three major, interrelated 
trends: emerging threats, new technol-
ogies, and the velocity of information,”1  
Air Force Lt Gen (ret) David Deptula.

 To provide a credible deterrent 
against potential adversaries, the Unit-
ed States (US) needs “simultaneous 
offensive and defensive capabilities.”2  
Emerging unmanned aircraft systems 
(UASs), advanced cruise missiles, and 
hypersonic weapons threats combine 
to create a battlespace that has out-
paced the United States Air Force’s 
(USAF’s) approaches to air defense. 
This shift presents a challenge that re-
quires a transformation in the way the 
USAF warfighters execute air defense 
and, as threat systems increasingly 
leverage technological innovations to 

become faster, smaller, and harder to 
detect, USAF warfighters also must 
embrace technological innovations to 
assist in the ability to find, fix, track, 
target, engage, and assess (F2T2EA) 
threats. In addition, the challenges 
the US faces take place in the context 
of needing to do more with less where 
sudden attacks (that can quickly over-
whelm steady-state and alert- force 
postures or attacks in overseas oper-
ating environments, on adversaries’ 
doorsteps) can create force generation 
and sustainment issues. 

 US warfighters should not be 
content to rely on retaliation as the 
best defense and continuously tempt 
an adversary’s first strike. To provide 
a credible defense, the USAF needs to 
undertake a holistic overhaul of the 
way it thinks about air defense. Ad-
vanced sensor fusion, artificial intel-
ligence (AI), and cooperative tracking 

 Within the home-
land, the separa-
tion of the DOD 
and DHS missions 
leads to potential 
misunderstand-
ings, capability 
gaps, and unsyn-
chronized execu-
tion ...

www.fifthdomain.com/congress/capitol-hill/2017/10/19/dod-says-it-shouldnt-protect-homeland-from-cyberthreats-mccain-disagrees/
www.fifthdomain.com/congress/capitol-hill/2017/10/19/dod-says-it-shouldnt-protect-homeland-from-cyberthreats-mccain-disagrees/
www.fifthdomain.com/congress/capitol-hill/2017/10/19/dod-says-it-shouldnt-protect-homeland-from-cyberthreats-mccain-disagrees/
www.cfr.org/event/conversation
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form the main pillars of rethinking. 
There are no longer decades to bring 
about change and; therefore, the US 
requires the kind of creative capability 
development that is available, should 
USAF warfighters have the courage 
and motivation to use it. 

 Threat trends challenge the rel-
evance of existing approaches to air de-
fense in North America and overseas. 
Small UASs, advanced cruise missiles, 
and hypersonic weapons are being pro-
liferated, fielded, or tested by potential 
adversaries. In the case of UASs, po-
tential adversaries include nonstate 
actors. Physically small targets with 
small radar cross sections (RCSs) chal-
lenge sensors and fast targets challenge 
existing response postures and weap-
on systems. These are some develop-
ments which have outpaced defensive 
capabilities and, currently, retaliation 
is the best deterrent against many of 
these threats.3 This reactive posture 
results in vulnerability to first strikes 
from these weapons, the consequences 

of which the US may not be postured 
to absorb or able to accept, regardless 
of the retaliatory damage US warfight-
ers may inflict on the adversary. The 
consequence for air defense is that 
the US is facing a rapidly changing 
battlespace; and rapid change will be 
required from existing air defense ap-
proaches to maintain relevance in the 
near future, and form part of a reliable 
military deterrent to prevent attacks.

 Throughout the years immedi-
ately after 9/11, air defense of North 
America has remained focused on 
manned threats. Existing radar net-
works and alert aircraft were sufficient 
to provide a credible defense against 
civil aviation platforms and Russian 
bombers. Today, threats from manned 
aviation are being surpassed by un-
manned systems and weapons that 
render existing defenses insufficient.

 Commercial UAS proliferation 
has resulted in a wide array of available 
systems that can be used to attack US 

interests at home and abroad. The po-
tential implications of UASs for attacks 
have been illustrated by an operator 
landing a small system near German 
Chancellor Angela Merkel in 20134 and 
attacks disrupted by US intelligence 
agencies in 2011 and 2015.5 Also, an 
operator landed a UAS on the roof of 
the Prime Minister of Japan, Shinzo 
Abe, that was “marked with radioac-
tive symbols, carried a plastic bottle 
with unidentifiable contents, and reg-
istered trace levels of radiation.”6 The 
current North American Aerospace De-
fense Command Commander, General 
(Gen) Terrence J. O’Shaughnessy, re-
cently updated guidance to prioritize 
this problem set. His assessment is 
that it is “likely only a matter of time 
before UASs will be used for nefarious 
purposes in the homeland”.7

 Another concern is that Russia 
has fielded advances in air-launched 
cruise missiles with considerably more 
standoff range and are, reportedly, 
more accurate and difficult for radars 
to detect than their past weapons.8  
Capable of carrying conventional and 
nuclear payloads, these new cruise 
missiles have ranges over 1,000 miles, 
and are capable of low-altitude flight 
profiles,9 making them difficult for 
ground-based radar networks to detect 
and track. Starting in 2015, Russia 
employed dozens of conventional ver-
sions of their advanced cruise missiles 
in Syria (from standoff distances great-
er than 1,000 miles).10

 Hypersonic weapons are being 
tested by Russia and China11 with the 
possibility both countries may field 
weapons that can achieve speeds of 
Mach 512 (about 4,000 miles per hour) 
prior to comparable US development.13  

At hypersonic speeds, aircraft could fly 
from Beijing to New York in two hours. 
Chinese researchers have already com-
pleted wind tunnel tests of vehicles up 
to Mach 7 (5,600 miles per hour).14

 The significance of these threats 
has not escaped the attention of those 
tasked with air defense, yet, the threats 
have been considered isolated from 

each other. A holistic way ahead for air 
defense against fast, small, attritable 
unmanned systems is not central to 
the conversation about how air defense 
must change to catch up to threats 
already available to adversaries. The 
USAF is exploring the future of battle 
management through the Advanced 
Battle Management System Analysis 
of Alternatives (AoA), however, a holis-
tic vision is needed for the future of air 
defense. Thus far, work remains stove-
piped to independent efforts to address 
specific threat categories.

 Cooperative Engagement Capa-
bility (CEC) is a real-time sensor net-
ting system that enables high quality 
situational awareness and integrated 
fire control capability, for a superior air 
picture15 and may hold the key to the 
future of enhanced air defense. One 
reason the USAF has not embraced 
approaches like CEC are based in a 
historical inability of battle manage-
ment platforms to produce weapons-
quality data. Innovations, however, 
have resulted in emerging sensors that 
can support weapons-quality track up-
dates feeding battle management plat-
forms. Though airborne platforms have 
update rate challenges, the Advanced 
Battle Management System (ABMS) 
AoA suggests next-generation plat-
forms will present improved sensors 
and update rates over those of today. 
Nonetheless, the air defense mission 
cannot wait for long-term solutions to 
address current and emerging threats.

 To get ahead of these threats, 
shortcomings must be addressed in 
three components of air defense sys-
tems. First, sensors must continue to 
be incorporated that can detect and 
track emerging threats. Second, inno-
vations in algorithmic approaches to 
data analysis should be incorporated 
to assist operators in processing vast 
amounts of information and help find 
the proverbial “needle in a haystack”. 
Third, cooperative tracking should be 
embraced by digitally sharing weap-
ons-quality information developed by 
off-board platforms. All of these in-

Marines with 2nd Low Altitude Air Defense Battalion Counter-Unmanned Aerial Systems Detachment test the Marine Air Defense Integrated 
System (MADIS).  The MADIS is the first vehicle to use kinetic and nonkinetic measures to disable counter-unmanned aircraft systems. (Photo 
by Lance Cpl Jack C. Howell, USMC)

To get ahead of 
these threats, 
shortcomings 
must be ad-
dressed in three 
components of air 
defense systems. 

Physically small 
targets with 
small radar cross 
sections (RCSs) 
challenge sensors 
and fast targets 
challenge existing 
response postures 
and weapon sys-
tems. 
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The days of rely-
ing, solely, on 
steadily spinning, 
ground-based 
radar dishes are 
being rendered 
obsolete by small, 
low, fast targets. 

The difference is 
that humans can 
be focused on 
tasks that require 
real intelligence, 
judgement, and 
experience which 
cannot be provid-
ed by software.

novations have to be implemented in 
ways that are more rapid and incre-
mental than traditional, major program 
acquisitions requiring timelines mea-
sured in decades. The good news is, a 
number of innovative approaches cur-
rently underway across the joint force 
suggest the way ahead, and should be 
leveraged in a coordinated fashion to 
deliver combat capability to air defend-
ers in the near term.

 The days of relying, solely, on 
steadily spinning, ground-based radar 
dishes are being rendered obsolete by 
small, low, fast targets. Even in the 
continental US, legacy radar systems 
are often spaced too sparsely to provide 
effective low-level coverage. Placing ad-
ditional radars to fill the gaps would re-
quire a significant investment in legacy 
systems. This problem becomes more 
acute when looking to high latitudes 
with more sparsely placed radars. 

 Instead of relying on spinning 
radars, the USAF should follow the 
lead of the US Navy and pursue fused 
data from a network of sensors capable 
of providing detection across all the do-
mains wherein the USAF operates. This 

means an approach that uses a col-
lection of sensors to provide a fused 
tactical picture of defended airspace. 
These include everything from visual 
detection devices, through electro-
optical instruments, infrared camer-
as, traditional radars, and technical 
means on land and in the sea, air, 
space, and cyberspace. Many of these 
kinds of sensors are fielded or being 
fielded, as well as approaches to sen-
sor fusion that promise higher fidel-
ity data than is possible today. How-
ever, piecemeal integration, fusion, 
and fielding mean available coverage 
volume has not been fully leveraged 
to maximize detection capabilities. 
Fortunately, innovative approaches 
to thinking about sensor coverage are 
underway through the Northern Ap-
proaches Surveillance AoA, the ABMS 
AoA, and the Spectrum Efficient Na-
tional Surveillance Radar programs, 
among others.

  A simple detection ability (by 
one or more sensors) in a coverage 
volume, does not close the detection 
and tracking gaps. With big data (gen-
erated by small, low, and slow targets) 

comes big analysis challenges. Conse-
quently, though the needle remains 
the same size, the haystack grows.

 In North America thousands of 
aircraft fly daily, any of them could be 
a threat, but almost none of actually 
are threats. While surveillance techni-
cians spend the majority of their time 
evaluating routine traffic, they have 
less bandwidth for the difficult work 
of detecting and assessing true threat 
profiles, if existing sensors provide lim-
ited indications. Low RCS threats fol-
lowing terrain at low altitudes are dif-
ficult to detect and require focus and 
time. These kinds of detections have 
little likelihood of occurring because 
the routine workload of the surveil-
lance technicians is devoted to sorting 
through hundreds of routine tracks.

 To address the needle in a hay-
stack problem, new software tools 
should be leveraged to enable more ef-
fective detection and tracking. 

 Where large amounts of data 
constitute a problem for human ana-
lysts, big data provides an opportunity 
for machines. One of the keys to AI is 
access to significant amounts of data to 
enable learning.16 A variety of systems 
provide an enormous amount of data 
from the airspace over North America. 
These data sources include the feeds 
from civilian and military radars and 
other sensors, aircraft self-reporting 
systems and interrogation response 
codes. Additional airspace monitoring 
facilities (such as the Air Marine Op-
erations Center and Customs and Bor-
der Patrol) provide data feeds, and a 
host of other agencies, flight services, 
weather feeds, and flight data track-
ers provide additional data. Potential-
ly overwhelming to human operators, 
this data enables machines to create 
an understanding of normal patterns 
of life (POL) and detect and report sig-
nificant deviations from POL. The POL 
capability compiles weeks, months, 
and years of data to determine common 
flight paths, flight profiles, work pat-
terns and timing, and departures and 
arrivals to build and maintain a POL. 

Implementing POL into operations al-
lows the operator to focus time and en-
ergy analyzing highlighted tracks and 
allows software to notify the operator 
when tracks need attention. 

 This does not mean AI software 
will flawlessly and exclusively identify 
threat tracks. The “man in the loop” is 
required to evaluate the notifications 
provided by AI-enabled processing. As 
dynamic as the national airspace sys-
tem is, there will be much work for hu-
mans. The difference is that humans 
can be focused on tasks that require 
real intelligence, judgement, and ex-
perience which cannot be provided by 
software. Incorporating AI enables hu-
mans to hand off the brute, computa-
tional tasks at which computers excel, 
to focus humans on the work at which 
humans excel.

 Better detection and tracking, 
however, do not resolve the scarcity 
of assets that inhibits an effective re-
sponse to an attack. To do more with 
less, the USAF should follow the Navy’s 
lead and invest in cooperative track-
ing of fire-control-quality data. Navy 
CEC “enables battle group ships and 
aircraft to share sensor data at speeds 
never seen before, providing the entire 
battle group with a single integrated 
air picture. This revolutionary capabil-
ity does not require additional radars 
or weapons, but instead shares infor-
mation with existing systems.”17 CEC 
compiles all the situational awareness 
of the participants in the network and 
shares that awareness to all members 
of the network. The big difference be-
tween CEC and the Link 16 network is, 
CEC is designed to share fire-control-
quality data among the participants, 
enabling each node to target and en-
gage on data is comparable in fidelity 
to that produced by organic fire-control 
sensors. Link 16 enables cooperative 
understanding, CEC enables coopera-
tive action.18 The result is an ability to 
employ weapons limited only by coop-
erative sensor coverage and the kine-
matic ranges.

 The Navy has established the 

The 7th Space Warning Squadron has an enhanced, upgraded early warning radar system with a great capability to detect and track missile 
attacks against the United States and its allies, at Beale Air Force Base, California. This improved system is expected to be fully operational by 
the end of 2019. (Photo by Cameron Hunt, USAF)
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... this is a time 
senior leaders are 
encouraging the 
Services to find 
ways to move fast, 
innovate, and take 
responsible risks. 

... commanders 
should reduce the 
level of acceptable 
PED use as op-
erations become 
more sensitive. 

potential benefits of cooperative track-
ing and USAF tactical experts from the 
squadron level through the combatant 
command (command authority) have 
advocated for cooperative tracking as 
a way to close existing capability gaps, 
but little progress has been made. As 
far back as 2004, a joint integrating 
concept was published19 to deliver a 
holistic approach to Joint Integrated 
Air and Missile Defense by 2015. As Col 
(ret) Craig R. Corey pointed out, a wide 
variety of “critical”20 material require-
ments were identified, including inte-
grated air picture, surveillance, cueing, 
fire control, and automation initiatives 
yet “none have come to fruition to the 
level envisioned, if at all”.21

 Some of the innovations of CEC 
are an “‘intelligent averaging’ of radar 
data—weighting each data point ac-
cording to the accuracy of the radar”, 
which effectively creates a shared tac-
tical picture that is greater than the 
sum of its parts.22 This allows other 
platforms to provide precise cueing to 
enable radar acquisition, at the lim-
its of radar range, and enable engage-
ment against targets a shooter does 
not hold with organic radar.23 This 
provides distinct advantages against 
low RCS targets,24 especially those that 
present varying RCSs, depending on 
the angle of illumination. While be-
ing painted by different radars at dif-
ferent angles, a cooperative track can 
be produced at higher fidelities than 
any is capable by any radar given tar-
get location relative to transmitter. The 
result is “a dramatic improvement in 
the ability of US Navy ships and air-
craft to defend the battle force against 
difficult air threats by maximizing the 
effectiveness of existing sensors and 
weapons, i.e., sensor netting with inte-
grated fire control.”25 CEC provides ad-
ditional decision space to commanders 
due to increased engagement options. 
Sensor netting builds to an integrated 
fire-control capability that pairs the 
ability of various platforms to contrib-
ute to a cooperative fire quality air pic-
ture, then shares engagement informa-
tion among the various participants.26 

This enables coordinated engagement, 
avoids duplicative engagements, and 
offers the possibility of a digitally opti-
mized response to attacks.

 Though there are several impor-
tant reasons the USAF remains some 
time away from integrating with Navy 
CEC, there are near-term opportunities 
to remove existing data stovepipes to 
share available weapons-quality infor-
mation among ground- and air-based 
platforms that can produce and use 
it. Several fielded or fielding sensor 
systems can produce weapons-quality 
data, and the ability to share it digitally 
requires little more than minor software 
and existing data link modifications.

 Finally, the US cannot rely, 
solely, on the glacially-paced acquisi-
tion approaches of the past or hope to 
afford many of the price tags attached 
to procurements. However, this is a 
time senior leaders are encouraging 
the Services to find ways to move fast, 
innovate, and take responsible risks. 
There are creative avenues available 
to pursuing the capabilities discussed 
herein, provided user communities 
and headquarters staffs have the cour-
age and motivation to think creatively 
and step partially outside institutional 
comfort zones. One way this is being 
done in the air defense community is 
through Joint Capability Technology 
Demonstrations (JCTD) process.

 The much maligned Joint Ca-
pabilities Integration and Development 
System (JCIDS) process provides for 
development and acquisition tailor-
ing27 through JCTD and other experi-
ments. However, these creative av-
enues often become stymied by the 
creativity required of action-officer-
level stakeholders. Undermanned and 
overworked, many staffs simply do not 
have human assets to figure out how 
to break new ground responsibly. The 
result is a tendency toward business 
as usual and an aversion to the kinds 
of required risk taking. The solution is 
creating the space, bandwidth, and de-
sire for creative risk taking and prob-
lem solving among the headquarters 

staffs. Moreover, it is imperative lead-
ership encourages creative thinking to 
out strategize America’s potential ad-
versaries.
Maj Peter Hickman is a National 
Guard officer serving as the Chief, 
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ACHIEVING KNOWLEDGE MANAGEMENT (KM) IN-
TEROPERABILITY ACROSS THE JOINT FORCE:
THE CASE FOR KM MULTI-SERVICE TACTICS, 

TECHNIQUES, AND PROCEDURES (MTTP)
By Elaine Lamaster (Chief Master 

Sergeant, USAF, Retired)

 Chances are, those who have 
been in the military for more than a 
few years have heard of KM. KM re-
sides at all levels of command, though 
it is usually more prevalent at the op-
erational level. At a combatant com-
mand (CCMD), the KM office usually 
reports directly to the chief of staff, 
because the chief of staff owns the 
battle rhythm. However, in the last 
few years, KM has started to inundate 
tactical operations. This is because 
KM is focused on finding and fixing 
the gaps or disconnects between three 
entities: people, processes, and tools. 
Once the disconnects are addressed, 
the information and knowledge flow 
seamlessly in an organization, thus 
enabling mission success.

PEOPLE
 KM is mission focused and 
commander centric. It is a resource to 
assist the chief of staff in establishing 
and maintaining effective, repeatable 
staff processes to improve knowledge 
flow within the unit and execute the 
mission. When joint staffs use col-
laboration computer tools, such as 
a SharePoint, the goal is to facilitate 
collective understanding. The criti-
cal tasks are centered on how to elicit 
ideas from all members, even those 
in the organization who cannot be 
present for video teleconferences or 
daily meetings. Communication plans 
are tailored for a specific project and 
then through an organization chart 
disseminated. This empowers people 
with the skills and authority to exe-
cute the mission through innovation 
and shared awareness.

PROCESSES

 In simple terms, KM is about 
getting the right knowledge to the right 
person at the right time for the right 
effect (or decision). When KM was insti-
tuted in CCMDs and provided effective 
processes, it improved the decision-cy-
cle and, ultimately, enhanced mission 
and organization performance at units. 
Personnel were using clearly docu-
mented processes that could be mea-
sured and enforced to enable efficient 
and effective work accomplishment. 
Battle rhythm mapping and decision 
support systems proved invaluable as 
they provided critical information to 
leadership. Moreover, implementation 
of business modeling reflected leader-
ship guidance and management tech-
niques. 

 An organization’s leaders who 
wish to cope dynamically with the 
changing operational environment 
need to create information and knowl-
edge while meeting operational chal-
lenges, not merely process information 
and knowledge. The KM cell enables 
this creation by improving knowledge 
flow for organizational learning and ef-
fective decision making, but this does 
not mean the KM cell owns or manages 
all the KM processes. For example, the 
chief of staff owns the battle rhythm. 
KM assists the process owners in 
achieving and maintaining effective 
information and knowledge exchange 
processes by helping the chief of staff 
find and fix the gaps and disconnects 
among people, processes, and technol-
ogy. This keeps the knowledge flowing 
in the organization and enables cross-
functional integration for achieving a 
shared understanding, the command-
er’s decision-cycle support, organiza-
tional learning, and performance.

Battle rhythm 
mapping and 
decision support 
systems proved 
invaluable as 
they provided 
critical informa-
tion to leader-
ship. 

TOOLS
 The final aspect of KM is incor-
porating automated and collaborative 
tools. An example of this can be a stop-
light chart which, through visualiza-
tion, quickly and efficiently displays 
the status of a certain project posted on 
SharePoint. The goal is an integrated 
and evolved set of user friendly, multi-
purpose, collaborative tools that lever-
age authoritative, filterable data.

JOINT TERMINOLOGY AND EXIST-
ING DOCTRINE
 Often, KM is confused with in-
formation technology (IT) and informa-
tion management (IM) because they are 
codified and known, but KM is broader 
than discrete technology and data. KM 
integrates concepts from a variety of re-
search areas (i.e., information science 
and epistemology, communication sci-

ence, computer science and technol-
ogy, social science, behavioral science, 
management science). According to 
joint publication (JP) 3-0, Joint Opera-
tions, interoperability is “the ability to 
act together coherently, effectively, and 
efficiently to achieve tactical, opera-
tional, and strategic objectives”. It is 
achieved through human, procedural, 
and technical means based upon the 
mission partner’s level of interoperabil-
ity. Consequently, there is no single, 
agreed-upon definition of KM. It also 
integrates several management disci-
plines, such as IM, data management, 
process management, performance 
management, learning management, 
and business intelligence. In many 
cases, the definition depends upon the 
strategic objectives of the organization 
employing it. Most agree, KM centers 
on selectively applying knowledge from 

Figure 1. KM core services empower the workforce to use collaborative tools and methods to efficiently and effectively execute processes that 
enable decision making.  This figure shows the core services associated with each of the three components of KM.

The goal is an 
integrated and 
evolved set of user 
friendly, multi-
purpose, collab-
orative tools that 
leverage authori-
tative, filterable 
data.
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previous decision-making experiences 
to current and future decision-making 
activities with the purpose of improv-
ing overall effectiveness. 

 Done well, KM enables United 
States’ (US’) forces to outperform an 
adversary’s decision-making and orga-
nizational learning and be more agile 
in, and adaptive to, dynamic situations. 
Conversely, KM done ad hoc negatively 
impacts decision quality and command 
speed, degrading US forces’ ability to 
conduct and support operations with 
the certainty required to support na-
tional military objectives in an uncer-
tain, complex, global environment.

 After-action reviews from the 
Air Force’s Fight and Recover the Base, 
Adaptive Basing Initiatives, and the 
Operational Data (OD) Quick Turn 
Capabilities Based Assessment (QTC-
BA) Report detail failures in KM doc-
trine among the joint force and mis-
sion partners. The recommendations 
specify a need for doctrine to codify a 
holistic approach to data, knowledge, 
records, and IT management. The pre-

vailing recommendation of the Depart-
ment of Defense (DOD) and the joint 
KM community is that knowledge is 
the output of all these efforts, but sus-
tained performance and integration 
come from KM. These are achieved 
through human, procedural, and tech-
nical means based upon the mission 
partner’s level of interoperability.1 KM, 
as a command and control capability, 
seeks to integrate strategic-to-tactical-
level knowledge gaps and solutions 
ensuring effective decision support to 
the commander and enabling globally-
integrated operations that deliver com-
petitive advantages in “the great pow-
er competition”.2 Given the necessity 
for KM, a single source, multi-Service 
publication would serve the joint force 
greatly.

 Over the course of two DOD-
wide KM events in November 2017 and 
May 2018, it was clear Service and 
CCMD KM efforts have been hindered, 
in their support of global integration, 
by a lack of uniformity and varying de-
grees of command support and staff-

ing to implement critical KM efforts. 
KM, as a discipline, is applied, defined, 
and structured differently throughout 
all levels and components of the DOD. 
Each branch of Service has applied 
KM, data, records, and IT management 
in a manner that suits the individual 
Service’s needs. If US military forces 
are to train as they fight, they need to 
train to one standard within an estab-
lished joint task force (JTF) KM capa-
bility. This begins in phases zero and 
one with planning, training, forming, 
and organizing.

 Current joint doctrine and 
policy are insufficient to address KM 
tactics, techniques, and procedures 
(TTP) in standing up and operating a 
combined JTF and its Service compo-
nent headquarters down to the tacti-
cal level. Developing and implementing 
a KM MTTP will enable improved per-
formance so planning, force manage-
ment, and decision making are made 
“at the speed of relevance” in an un-
certain, complex, global environment. 
Annex I (Knowledge and Information 
Management) to the Chairman of the 
Joint Chiefs of Staff manual 3130.03A, 
Planning and Execution Planning For-
mats and Guidance; the Mission Part-
ner Environment Joining Membership 
and Existing Instruction; and the Joint 
Staff (J7) Insights and Best Practices 
Focus Paper for KM and IM do not pro-
vide a sufficient level of detail for stan-
dardizing KM TTP across the Services 
and JTF. For example, the TTP are 
not detailed enough for establishing 
effective, repeatable battle rhythms, 
IM, and a commander’s decision cycle 
processes. Also, they do not provide 
methodology, tools, and procedures 
for measuring KM capability maturi-
ty, designing/implementing solutions, 
or facilitating change management/
culture changes. They do not identify 
KM principles, competencies, training, 
and knowledge services for standardiz-
ing and optimizing decision support to 
the commander. As a result, after-ac-
tion reports, lessons learned, and op-
erational assessments continue to cite 
longstanding KM deficiencies which 

mean the Services need to change to 
stay competitive in the global opera-
tions environment. A KM MTTP will 
help do this by providing the Services a 
common lexicon and set of processes/
techniques to improve joint interoper-
ability down through the tactical level.

Ms. LaMaster is a retired Air Force 
Chief Master Sergeant with thirty-
nine years of combined military and 
civil service. She serves as a program 
analyst at Air Combat Command, 
Joint Base Langley-Eustis, Virginia. 
Her focus is on Air Operations Cen-
ter Weapon Systems, Air Force forc-
es, and Unit Command and Control 
KM requirements, capability devel-
opment, and delivery.
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... commanders 
should reduce the 
level of acceptable 
PED use as op-
erations become 
more sensitive. 

If US military 
forces are to train 
as they fight, they 
need to train to 
one standard 
within an estab-
lished joint task 
force (JTF) KM 
capability.

Figure 2. KM is an organization’s deliberate approach to establishing effective staff processes necessary to achieve and maintain the shared 
understanding that enables decision support for the commander.  This illustration puts the three KM components in context.
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CURRENT ALSA MTTP PUBLICATIONS
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TITLE DATE PUB # DESCRIPTION/STATUS

AMD
Multi-Service Tactics, Techniques, and Proce-
dures for Air and Missile Defense
Distribution Restricted

14 MAR 19
ATP 3-01.15
MCTP 10-10B
NTTP 3-01.8
AFTTP 3-2.31

Description:  This publication provides joint planners with 
a consolidated reference on Service air defense systems, 
processes, and structures to include integration procedures. 
Status:  Current

AOMSW
Multi-Service Tactics, Techniques, and Proce-
dures for Air Operations in Maritime Surface 
Warfare
Distribution Restricted

15 FEB 16
ATP 3-04.18
MCRP 3-25J 
NTTP 3-20.8
AFTTP 3-2.74

Description:  This publication consolidates Service doctrine, 
TTP, and lessons-learned from current operations and exer-
cises to maximize the effectiveness of air attacks on enemy 
surface vessels.
Status:  Revision

AVIATION URBAN OPERATIONS
Multi-Service Tactics, Techniques, and Proce-
dures for Aviation Urban Operations
Distribution Restricted

27 APR 16
ATP 3-06.1
MCRP 3-35.3A
NTTP 3-01.04
AFTTP 3-2.29

Description:  This publication provides MTTP for tactical-lev-
el planning and execution of fixed- and rotary-wing aviation 
urban operations.
Status:  Revision

DYNAMIC TARGETING
Multi-Service Tactics, Techniques, and Proce-
dures for Dynamic Targeting
Distribution Restricted

10 SEP 15
ATP 3-60.1
MCRP 3-16D
NTTP 3-60.1
AFTTP 3-2.3

Description:  This publication provides the JFC, operational 
staff, and components MTTP to coordinate, de-conflict, syn-
chronize, and prosecute dynamic targets in any AOR. It in-
cludes lessons learned, and multinational and other govern-
ment agency considerations.
Status:  Revision

FIGHTER INTEGRATION
Multi-Service Tactics, Techniques, and Proce-
dures for Fighter Integration
Classified SECRET

16 JUN 17
MCRP 3-20.7
NTTP 3-22.6
AFTTP 3-2.89

Description:  This publication is a single-source set of inte-
gration standards intended to enhance commonality when 
operating with multiple-mission design series or type, model, 
and series fighter aircraft during an air-to-air mission. It es-
tablishes baseline intercept contracts with the associated 
communications plan.
Status:  Revision

JFIRE
Multi-Service Procedures for the Joint Ap-
plication of Firepower 
Distribution Restricted

21 JAN 16
ATP 3-09.32
MCRP 3-16.6A
NTTP 3-09.2
AFTTP 3-2.6

Description:  This is a pocket sized guide of procedures for 
calls for fire, CAS, and naval gunfire. It provides tactics for 
joint operations between attack helicopters and fixed-wing 
aircraft performing integrated battlefield operations.
Status:  Revision

JSEAD
Multi-Service Tactics, Techniques, and 
Procedures for the Suppression of Enemy Air 
Defenses in a Joint Environment
Distribution Restricted

15 DEC 15
ATP 3-01.4
MCRP 3-22.2A
NTTP 3-01.42
AFTTP 3-2.28

Description:  This publication contributes to Service interop-
erability by providing the JTF and subordinate commanders, 
their staffs, and SEAD operators a single reference.
Status:  Revision

KILL BOX
Multi-Service Tactics, Techniques, and Proce-
dures for Kill Box Employment
Distribution Restricted

18 JUN 18
ATP 3-09.34
MCRP 3-31.4
NTTP 3-09.2.1
AFTTP 3-2.59

Description:  This MTTP publication outlines multi-Service 
kill box planning procedures, coordination requirements, em-
ployment methods, and C2 responsibilities.
Status:  Current

PR
Multi-Service Tactics, Techniques, and Proce-
dures for Personnel Recovery 
Distribution Restricted

4 JUN 18
ATP 3-50.10
MCRP 3-05.3
NTTP 3-57.6
AFTTP 3-2.90

Description:  This MTTP publication for personnel recovery 
(PR) is a single source, descriptive reference guide for staffs 
and planners executing the military option of personnel re-
covery using joint capabilities.
Status:  Current

SCAR
Multi-Service Tactics, Techniques, and Pro-
cedures for Strike Coordination and Recon-
naissance 
Distribution Restricted

31 JAN 18
ATP 3-60.2
MCRP 3-20D.1
NTTP 3-03.4.3
AFTTP 3-2.72

Description:  This publication provides strike coordination 
and reconnaissance MTTP to the military Services for con-
ducting air interdiction against targets of opportunity.
Status:  Current

SURVIVAL, EVASION, AND RECOVERY
Multi-Service Procedures for Survival, 
Evasion, and Recovery
Distribution Restricted

11 SEP 12
ATP 3-50.3 
MCRP 3-02H 
NTTP 3-50.3
AFTTP 3-2.26

Description:  This is a weather-proof, pocket-sized, quick ref-
erence guide of basic information to assist Service members 
in a survival situation regardless of geographic location.
Status:  Revision

UAS
Multi-Service Tactics, Techniques, and Proce-
dures for Tactical Employment of Unmanned 
Aircraft Systems
Distribution Restricted

22 JAN 15
ATP 3-04.64
MCRP 3-42.1A
NTTP 3-55.14
AFTTP 3-2.64

Description:  This publication establishes MTTP for UAS by 
addressing tactical and operational considerations, system 
capabilities, payloads, mission planning, logistics, and  multi-
Service execution.
Status:  FY19 Rescind Approved

LAND BRANCH – POC alsaB@us.af.mil
TITLE DATE PUB # DESCRIPTION/STATUS

ADVISING
Multi-Service Tactics, Techniques, and Proce-
dures for Advising Foreign Forces
Distribution Restricted

13 NOV 17
ATP 3-07.10
MCRP 3-33.8A
NTTP 3-07.5
AFTTP 3-2.76

Description:  This publication discusses how advising fits into 
security assistance/security cooperation and provides defini-
tions for specific terms as well as listing several examples to 
facilitate the advising process.
Status:  Current

AIRFIELD OPENING
Multi-Service Tactics, Techniques, and Proce-
dures for Airfield Opening  
Approved for Public Release

27 OCT 18
ATP 3-17.2
MCRP 3-20B.1
NTTP 3-02.18
AFTTP 3-2.68

Description:  This publication provides guidance for opera-
tional commanders and staffs on opening and transferring an 
airfield. It contains information on service capabilities, plan-
ning considerations, airfield assessment, and establishing 
operations in all operational environments.
Status:  Current

BIOMETRICS
Multi-Service Tactics, techniques, and Proce-
dures for Tactical Employment of Biometrics 
in Support of Operations
Approved for Public Release

6 MAY 16

ATP 2-22.85
MCRP 3-33.1J
NTTP 3-07.16
AFTTP 3-2.85
CGTTP 3-93.6

Description:  Fundamental TTP for biometrics collection 
planning, integration, and employment at the tactical level in 
support of operations is provided in this publication.
Status:  Revision

CF-SOF
Multi-Service Tactics, Techniques, and Pro-
cedures for Conventional Forces and Special 
Operations Forces Integration and Interoper-
ability
Distribution Restricted

4 APR 18

FM  6-05
MCWP 3-36.1
NTTP 3-05.19
AFTTP 3-2.73
USSOCOM Pub  
3-33

Description:  This is a comprehensive reference for com-
manders and staffs at the operational and tactical levels with 
standardized techniques and procedures to assist in planning 
and executing operations requiring synchronization between 
CF and SOF occupying the same area of operation.
Status:  Current

DEFENSE SUPPORT OF CIVIL AUTHOR-
ITIES (DSCA)
Multi-Service Tactics, Techniques, and Proce-
dures for Defense Suport of Civil Authorities
Approved for Public Release

25 SEP 15
ATP 3-28.1
MCWP 3-36.2
NTTP 3-57.2
AFTTP 3-2.67

Description:  DSCA sets forth MTTP at the tactical level to as-
sist the military planner, commander, and individual Service 
forces in the employment of military resources in response to 
domestic emergencies in accordance with US law.
Status:  Revision

EO
Multi-Service Tactics, Techniques, and Pro-
cedures  for Unexploded Explosive Ordnance 
Operations
Distribution Restricted

15 JUL 15
ATP 4-32.2
MCRP 3-17.2B
NTTP 3-02.4.1
AFTTP 3-2.12

Description:  This publication provides commanders and their 
units guidelines and strategies for planning and operating in 
an explosive ordnance environment while minimizing the im-
pact of explosive ordnance on friendly operations. 
Status:  Revision

MILITARY DIVING OPERATIONS (MDO)
Multi-Service Service Tactics, Techniques, 
and Procedures for Military Diving Operations
Approved for Public Release

2 JAN 19

ATP 3-34.84
MCRP 3-10.2
NTTP 3-07.7
AFTTP 3-2.75
CGTTP 3-95.17

Description:  This publication is a single source, descriptive 
reference guide to ensure effective planning and integration 
of multi-Service diving operations. It provides combatant 
command, joint force, joint task force, and operational staffs 
with a comprehensive resource for planning military diving 
operations, including considerations for each Service’s capa-
bilities, limitations, and employment.
Status:  Current

NONLETHAL WEAPONS (NLW)
Multi-Service Service Tactics, Techniques, 
and Procedures for the Tactical Employment 
of Nonlethal Weapons
Distribution Restricted

13 FEB 15

ATP 3-22.40
MCWP 3-15.8
NTTP 3-07.3.2
AFTTP 3-2.45
CGTTP 3-93.2

Description:  This publication provides a single-source, consoli-
dated reference on employing nonlethal weapons. Its intent is 
to make commanders and subordinates aware of using nonle-
thal weapons in a range of scenarios including security, stability, 
crowd control, determination of intent, and situations requiring 
the use of force just short of lethal.
Status:  Revision

OP ASSESSMENT
Multi-Service Tactics, Techniques, and Proce-
dures for Operation Assesment
Approved for Public Release

18 AUG 15
ATP 5-0.3
MCRP 5-1C
NTTP 5-01.3
AFTTP 3-2.87

Description:  This publication serves as a commander and 
staff guide for integrating assessments into the planning and 
operations processes for operations conducted at any point 
along the range of military operations.
Status:  Revision

PEACE OPS
Multi-Service Tactics, Techniques, and Proce-
dures for Conducting Peace Operations
Approved for Public Release

1 NOV 14
ATP 3-07.31
MCWP 3-33.8
AFTTP 3-2.40

Description:  This publication offers a basic understanding of 
joint and multinational PO, an overview of the nature and fun-
damentals of PO, and detailed discussion of selected military 
tasks associated with PO. 
Status:  Current

TACTICAL CONVOY OPERATIONS
Multi-Service Tactics, Techniques, and Proce-
dures for Tactical Convoy Operations
Distribution Restricted

22 FEB 17
ATP 4-01.45
MCRP 3-40F.7
AFTTP 3-2.58

Description:  This is a quick-reference guide for convoy com-
manders operating in support of units tasked with sustain-
ment operations. It includes TTP for troop leading proce-
dures, gun truck employment, IEDs, and battle drills.
Status:  Revision
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Got a story? 
Want to tell it? 

Help us help you!
The Air Land Sea Application (ALSA) Center 

develops multi-Service tactics, techniques, and 
procedures (MTTP) with the goal of meeting the 
immediate needs of the warfighter. In addition 
to developing MTTP, ALSA provides the ALSB fo-
rum to facilitate tactically and operationally rel-
evant information exchanges among warfighters 
of all Services.

There is no better resource for information 
than the people doing the jobs. Personal experi-
ences, studies, and individual research lead to 
inspirational and educational articles. There-
fore, we invite our readers to share their experi-
ences and, possibly, have them published in an 
upcoming ALSB.

We want to take your expertise and lessons 
learned from recent operations or any other 
multi-Service or multi-nation missions in which 
you have been involved, and spread that knowl-
edge to others. Get published by sharing your 
experiences and expertise.

You are invited to use this platform to share 
your insights on topics that may not be covered 
in doctrine or address an operational gap that 
highlights emerging needs for supporting multi-
Service publications.

Please keep submissions unclassified and in 
accordance with the instructions in the require-
ments box on this page.

Air Land Sea 
Bulletin
Article 

Requirements 
and Deadlines

Submissions must:

• Be unclassified
• Be 5,000 words or less
• Be publicly releasable
• Be double spaced
• Be in MS Word format
• Include the author’s name, unit
  address, telephone numbers, and 
  email address. 
• Include current, high-resolution,
  300 dpi (minimum), original
  photographs and graphics. Pub-
  lic affairs offices can be good 
  sources for photographs or
  graphic support.

Article and photo submission deadlines 
are below. Early submissions are highly 
encouraged and appreciated.

FUTURE AIR LAND SEA BULLETINS (ALSB)

Issue Deadline Point of Contact

Winter 
2020

1 October 
2019

alsaC@us.af.mil
(757) 225-0903

Summer 
2020

1 March
2020

alsaA@us.af.mil
(757) 225-0967

Winter 
2021

1 October 
2020

alsaB@us.af.mil
(757) 225-0964

COMMAND AND CONTROL (C2), CYBER AND SPACE BRANCH - POC: alsaC@us.af.mil
TITLE DATE PUB # DESCRIPTION/STATUS

AIRSPACE CONTROL
Multi-Service Tactics, Techniques, and Proce-
dures for Airspace Control
Distribution Restricted

14 FEB 19
ATP 3-52.1
MCRP 3-20F.4
NTTP 3-56.4
AFTTP 3-2.78

Description:  This MTTP publication is a tactical-level docu-
ment which synchronizes and integrates airspace C2 func-
tions and serves as a single-source reference for planners 
and commanders at all levels.
Status:  Current

AIR-TO-SURFACE RADAR SYSTEM EM-
PLOYMENT
Multi-Service Tactics, Techniques, and 
Procedures for Air-to-Surface Radar System 
Employment
Distribution Restricted

10 NOV 15
ATP 3-55.6
MCRP 2-24A 
NTTP 3-55.13
AFTTP 3-2.2

Description:  This publication covers theater-level, air-to-
surface radar systems and discusses system capabilities 
and limitations performing airborne command and control; 
wide area surveillance for near-real-time targeting and target 
development; and processing, exploiting, and disseminating 
collected target data
Status:  Revision

BREVITY
Multi-Service Brevity Codes
Distribution Restricted

20 JUN 18
ATP 1-02.1
MCRP 3-30B.1
NTTP 6-02.1
AFTTP 3-2.5

Description:  This publication defines multi-Service brevity 
which standardizes air-to-air, air-to-surface, surface-to-air, 
and surface-to-surface brevity code words in multi-Service 
operations.
Status:  Revision

ISR OPTIMIZATION
Multi-Service Tactics, Techniques, and 
Procedures for Intelligence, Surveillance, and 
Reconnaissance Optimization
Distribution Restricted

14 APR 15
ATP 3-55.3
MCRP 2-2A
NTTP 2-01.3
AFTTP 3-2.88

Description:  This publication provides a comprehensive re-
source for planning, executing, and assessing surveillance, 
reconnaissance, and processing, exploitation, and dissemi-
nation operations. 
Status:  Revision

TACTICAL CHAT
Multi-Service Tactics, Techniques, and Proce-
dures for Internet Tactical Chat in Support of 
Operations
Distribution Restricted

24 JAN 14
ATP 6-02.73
MCRP 3-40.2B
NTTP 6-02.8
AFTTP 3-2.77

Description:  This publication provides commanders and 
their units guidelines to facilitate coordinating and integrating 
tactical chat when conducting multi-Service and joint force 
operations.
Status:  FY20 Rescind Approved

TACTICAL RADIOS
Multi-Service Communications Procedures 
for Tactical Radios in a Joint Environment 
Approved for Public Release

19 MAY 17
ATP 6-02.72 
MCRP 3-30B.3
NTTP 6-02.2
AFTTP 3-2.18

Description:  This is a consolidated reference for TTP in em-
ploying, configuring, and creating radio nets for voice and 
data tactical radios. 
Status:  Revision

TAGS
Multi-Service Tactics, Techniques, and Proce-
dures for the Theater Air-Ground System
Distribution Restricted

30 JUN 14
ATP 3-52.2
MCRP 3-25F
NTTP 3-56.2
AFTTP 3-2.17

Description:  This publication promotes Service awareness 
regarding the role of airpower in support of the JFC’s cam-
paign plan, increases understanding of the air-ground sys-
tem, and provides planning considerations for conducting 
air-ground ops.
Status:  Revision
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ALSA’s mission is to rapidly and responsively develop 
multi-Service tactics, techniques and procedures, studies, 
and other like solutions across the entire military spectrum 
to meet the immediate needs of the warfighter.

ALSA is a nulti-Service organization governed by a Joint 
Actions Steering Committee, chartered by a memorandum 
of agreement, under the authority of the Commanders of 
the United States Army Training and Doctrine Command; 
Marine Corps Training and Education Command; Navy War-
fare Development Command; and Headquarters, Curtis E. 
LeMay Center for Doctrine Development and Education. 

Joint Actions 
Steering Committee

Director
Col Brian J. Gross, USAF

Deputy
COL Matthew F. Ketchum, USA

Support Staff
Cheryl Parris, Admin Support Asst
Melissa Villanueva, Budget Analyst
Leila Joyce, Office Automation Asst

Publishing Staff
Patricia Radcliffe, Editor
Laura Caswell, Illustrator

NCOIC
SSgt Steven Warner, USAF

Land
LTC James Grandy, USA 
Lt Col Tony Curtis, USAF
LTC Katherine Ogletree, USA
LTC John Newman, USA
MAJ Erik Jorgensen, USA

C2/Cyber/Space
MAJ John Robertson, USA
Maj Thomas Moore, USAF

Air and Sea
Lt Col Brent Blandino, USAF
CDR Brian Solano, USN
Lt Col Steven Lawhun, USAFR
Maj Craig Pachlhofer, USAF 
Maj John Bradley, USMC
MAJ Ethan Loeffert, USA

ALSA ORGANIZATION

ALSA JOINT WORKING GROUPS

ALSA Public Website
http://www.alsa.mil

ALSA SIPR Site
https://intelshare.intelink.sgov.gov/sites/alsa

JEL+
https://jdeis.js.mil/jdeis/index.jsp?pindex=84

Date Publication Location Point of Contact

21 Aug 19 Brevity Joint Base 
Langley-Eustis, VA

C2, Space and Cyber Branch
alsaC@us.af.mil

18 Sep 19 Brevity Joint Base 
Langley-Eustis, VA

C2, Space and Cyber Branch
alsaC@us.af.mil

30 Sep 19 Brevity Joint Base 
Langley-Eustis, VA

C2, Space and Cyber Branch
alsaC@us.af.mil

FY 20 2Q Aviation Urban Ops Joint Base 
Langley-Eustis, VA

Air/Sea Branch
alsaA@us.af.mil

FY 20 2Q Advising Joint Base 
Langley-Eustis, VA

Land Branch
alsaB@us.af.mil

All Dates are Tentative

ALSA MISSION

VOTING JASC MEMBERS

ONLINE ACCESS TO ALSA PRODUCTS

RADM John F. 
Meier

Commander, Navy 
Warfare 

Development 
Command

MG Douglas C.
Crissman

Director, Mission
Command Center of 

Excellence

MajGen William F. 
Mullen

Commanding General, 
Training and Education 

Command

As of 1 July 2019

Maj Gen Brad M. 
Sullivan

Commander, Curtis E. 
LeMay Center for 

Doctrine Development 
and Education

http://www.alsa.mil 
https://intelshare.intelink.sgov.gov/sites/alsa
https://jdeis.js.mil/jdeis/index.jsp?pindex=84
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